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Proposed Amendments to HB 2842 - cybersecurity and itec
House Legislative Modernization Committee
Prepared by the Office of Revisor of Statutes
March 19, 2024
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NOTE: Intent is to exclude the regents universities from the transfer. Further changes to the amendment will be needed to accomplish this intent.
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NOTE: The dollar amount in line 22 may need to be adjusted after further analysis by KLRD Fiscal
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Sec. 14. K.S.A. 2023 Supp. 75-7201 is hereby amended to read as follows: See attachment 1 
Sec. 15 K.S.A. 2023 Supp75-7202 is hereby amended to read as follows: See attachment 2
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is hereby authorized to adopt such policies and rules and regulations as necessary to implement, administer and enforce the provisions of this act.
(b) The council
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:
(1) Adopt: (A) Information technology resource policies and procedures and project management methodologies for all executive branch agencies; (B) an information technology architecture, including telecommunications systems, networks and equipment, that covers all state agencies; (C) standards for data management for all executive branch agencies; and (D) a strategic information technology management plan for for the executive branch;
(2) provide direction and coordination for the application of the executive branch's information technology resources;
(3) designate the ownership of information resource processes and the lead executive branch agency for implementation of new technologies and networks shared by multiple agencies within the executive branch of state government; 
(4) develop a plan to integrate all information technology services for the executive branch into the office of information technology services; and
(5) perform such other functions and duties as necessary to carry out the provisions of this act.
(c) The information technology executive council shall report the plan developed under subsection (a)(4) to the senate standing committee on ways and means and the house standing committee on legislative modernization or its successor committee prior to January 15, 2026, in accordance with section 1, and amendments thereto.
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; and
(11) set standards for the legislative division of post audit to use when conducting information technology audits that are subject to approval by the legislative coordinating council
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Sec. 18. K.S.A. 2023 Supp. 75-7209 is hereby amended to read as follows: See attachment 2
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Attachment 1
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K.S.A. 75-7201 is hereby amended to read as follows:  As used in K.S.A. 75-7201 through 75-7212, and amendments thereto:
(a) "Business risk" means the overall level of risk determined by a business risk assessment that includes, but is not limited to, cost, information security and other elements as determined by the information technology executive council's policies or policies adopted by the judicial branch or the legislative coordinating council.
(b) "Cumulative cost" means the total expenditures, from all sources, for any information technology project by one or more state agencies to meet project objectives from project start to project completion or the date and time the project is terminated if it is not completed.
(c) "Executive agency" means any state agency in the executive branch of government.
(d) "Information technology project" means an information technology effort by a state agency of defined and limited duration that implements, effects a change in or presents a risk to processes, services, security, systems, records, data, human resources or architecture.
(e) "Information technology project change or overrun" means any change in:
(1) Planned expenditures for an information technology project that would result in the total authorized cost of the project being increased above the currently authorized cost of such project by more than 10% of such currently authorized cost of such project or an established threshold within the information technology executive council's policies or policies adopted by the judicial branch or the legislative coordinating council;
(2) the scope or project timeline of an information technology project, as such scope or timeline was presented to and reviewed by the joint committee or the chief information technology officer to whom the project was submitted pursuant to K.S.A. 75-7209, and amendments thereto, that is a change of more than 10% or a change that is significant as determined by the information technology executive council's policies or policies adopted by the judicial branch or the legislative coordinating council; or
(3) the proposed use of any new or replacement information technology equipment or in the use of any existing information technology equipment that has been significantly upgraded.
(f) "Joint committee" means the joint committee on information technology.
(g) "Judicial agency" means any state agency in the judicial branch of government.
(h) "Legislative agency" means any state agency in the legislative branch of government.
(i) "Project" means a planned series of events or activities that is intended to accomplish a specified outcome in a specified time period, under consistent management direction within a state agency or shared among two or more state agencies, and that has an identifiable budget for anticipated expenses.
(j) "Project completion" means the date and time when the head of a state agency having primary responsibility for an information technology project certifies that the improvement being produced or altered under the project is ready for operational use.
(k) "Project start" means the date and time when a state agency begins a formal study of a business process or technology concept to assess the needs of the state agency, determines project feasibility or prepares an information technology project budget estimate under K.S.A. 75-7209, and amendments thereto.
(l) "State agency" means any state office or officer, department, board, commission, institution or bureau, or any agency, division or unit thereof.



nscott
Text Box
K.S.A. 75-7202 is hereby amended to read as follows: 75-7202. (a) There is hereby established the information technology executive council which shall be attached to the office of information technology services for purposes of administrative functions.
(b) (1) The council shall be composed of 17 13 voting members as follows:
(A) Two cabinet agency heads or such persons' designees;
(B) two noncabinet agency heads or such persons' designees;
(C) the executive chief information technology officer;
(D) the legislative chief information technology officer;
(E) the judicial chief information technology officer;
(F) the chief executive officer of the state board of regents or such person's designee;
(G) one representative of cities;
(H) one representative of counties; the network manager of the information network of Kansas (INK);
(I) one representative with background and knowledge in technology and cybersecurity from the private sector, except that such representative or such representative's employer shall not be an information technology or cybersecurity vendor that does business with the state of Kansas;
(J) one representative appointed by the Kansas criminal justice information system committee; and
(K) one member of the senate appointed by the president of the senate or such member's designee;
(L) one member of the senate appointed by the minority leader of the senate or such member's designee;
(M) one member of the house of representatives appointed by the speaker of the house of representatives or such member's designee; and
(N) one member of the house of representatives appointed by the minority leader of the house of representatives or such member's designee
(K) two information technology employees from state board of regents institutions appointed by the board of regents.
(2) The chief information technology architect, the legislative chief information technology officer, the judicial chief information technology officer, one member of the senate appointed by the president of the senate, one member of the senate appointed by the minority leader of the senate, one member of the house of representatives appointed by the speaker of the house of representatives and one member of the house of representatives appointed by the minority leader of the house of representatives shall be a nonvoting member nonvoting members of the council.
(3) The cabinet agency heads, the noncabinet agency heads, the representative of cities, the representative of counties and the representative from the private sector shall be appointed by the governor for a term not to exceed 18 months. Upon expiration of an appointed member's term, the member shall continue to hold office until the appointment of a successor. Legislative members shall remain members of the legislature in order to retain membership on the council and shall serve until replaced pursuant to this section. Vacancies of members during a term shall be filled in the same manner as the original appointment only for the unexpired part of the term. The appointing authority for a member may remove the member, reappoint the member or substitute another appointee for the member at any time. Nonappointed members shall serve ex officio.
(c) The chairperson of the council shall be drawn from the chief information technology officers, with each chief information technology officer serving a one-year term. The term of chairperson shall rotate among the chief information technology officers on an annual basis the executive chief information technology officer.
(d) The council shall hold quarterly monthly meetings and hearings in the city of Topeka or at such other places as the council designates, on call of the executive chief information technology officer or on request of four or more members. A quorum of the council shall be nine six. All actions of the council shall be taken by a majority of all of the members of the council.
(e) Except for members specified as a designee in subsection (b), members of the council may not appoint an individual to represent them on the council and only members of the council may vote.
(f) Members of the council shall receive mileage, tolls and parking as provided in K.S.A. 75-3223, and amendments thereto, for attendance at any meeting of the council or any subcommittee meeting authorized by the council.
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K.S.A. 75-7209 is hereby amended to read as follows:  (a) (1) Whenever an agency proposes an information technology project, such agency shall prepare and submit information technology project documentation to the chief information technology officer of the branch of state government of which the agency is a part. Such information technology project documentation shall:
(A) Include a financial plan showing the proposed source of funding and categorized expenditures for each phase of the project and cost estimates for any needs analyses or other investigations, consulting or other professional services, computer programs, data, equipment, buildings or major repairs or improvements to buildings and other items or services necessary for the project; and
(B) be consistent with:
(i) Information technology resource policies and procedures and project management methodologies for all state agencies;
(ii) an information technology architecture, including telecommunications systems, networks and equipment, that covers all state agencies;
(iii) standards for data management for all state agencies; and
(iv) a strategic information technology management plan for the state .
(2) Any information technology project with significant business risk, as determined pursuant to the information technology executive council's policies or policies adopted by the judicial branch or the legislative coordinating council, shall be presented to the joint committee on information technology by such branch chief information technology officer.
(b) (1) Prior to the release of any request for proposal for an information technology project with significant business risk:
(A) Specifications for bids or proposals for such project shall be submitted to the chief information technology officer of the branch of state government of which the agency or agencies are a part. Information technology projects requiring chief information technology officer approval shall also require the chief information technology officer's written approval on specifications for bids or proposals; and
(B) (i) The chief information technology officer of the appropriate branch over the state agency or agencies that are involved in such project shall submit the project, the project plan, including the architecture, and the cost-benefit analysis to the joint committee on information technology to advise and consult on the project. Such chief information technology officer shall submit such information to each member of the joint committee and to the director of the legislative research department. Each such project plan summary shall include a notice specifying the date the summary was mailed or emailed. After receiving any such project plan summary, each member shall review the information and may submit questions, requests for additional information or request a presentation and review of the proposed project at a meeting of the joint committee. If two or more members of the joint committee contact the director of the legislative research department within seven business days of the date specified in the summary description and request that the joint committee schedule a meeting for such presentation and review, then the director of the legislative research department shall notify the chief information technology officer of the appropriate branch, the head of such agency and the chairperson of the joint committee that a meeting has been requested for such presentation and review on the next business day following the members' contact with the director of the legislative research department. Upon receiving such notification, the chairperson shall call a meeting of the joint committee as soon as practicable for the purpose of such presentation and review and shall furnish the chief information technology officer of the appropriate branch and the head of such agency with notice of the time, date and place of the meeting. Except as provided in subsection (b)(1)(B)(ii), the state agency shall not authorize or approve the release of any request for proposal or other bid event for an information technology project without having first advised and consulted with the joint committee at a meeting.
(ii) The state agency or agencies shall be deemed to have advised and consulted with the joint committee about such proposed release of any request for proposal or other bid event for an information technology project and may authorize or approve such proposed release of any request for proposal or other bid event for an information technology project if:
(a) Fewer than two members of the joint committee contact the director of the legislative research department within seven business days of the date the project plan summary was mailed and request a committee meeting for a presentation and review of any such proposed request for proposal or other bid event for an information technology project; or
(b) a committee meeting is requested by at least two members of the joint committee pursuant to this paragraph, but such meeting does not occur within two calendar weeks of the chairperson receiving the notification from the director of the legislative research department of a request for such meeting.
(2) (A) Agencies are prohibited from contracting with a vendor to implement the project if that vendor prepared or assisted in the preparation of the program statement, the project planning documents or any other project plans prepared prior to the project being approved by the chief information technology officer as required by this section.
(B) Information technology projects with an estimated cumulative cost of less than $5,000,000 are exempted from the provisions of subparagraph (A).
(C) The provisions of subparagraph (A) may be waived with prior written permission from the chief information technology officer.
(c) Annually at the time specified by the chief information technology officer of the branch of state government of which the agency is a part, each agency shall submit to such officer:
(1) A copy of a three-year strategic information technology plan that sets forth the agency's current and future information technology needs and utilization plans for the next three ensuing fiscal years, in such form and containing such additional information as prescribed by the chief information technology officer; and
(2) any deviations from the state information technology architecture adopted by the information technology executive council.
(d) The provisions of this section shall not apply to the information network of Kansas (INK).
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