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Date
MINUTES OF THE _SENATE __ COMMITTEE ON JUDICIARY
The meeting was called to order by Elwaine F. ggﬁiiﬁg; at
10:00 __ am./i8f on March 28 184 in room _514-S __ of the Capitol.

AN members wet present sxocexkx were: Senators Pomeroy, Winter, Burke, Feleciano, Gaar,
Gaines, Hein, Hess, Mulich, Steineger and Werts.

Committee staff present: Mary Torrence, Office of Revisor of Statutes
Mike Heim, Legislative Research Department
Jerry Donaldson, lLegislative Research Department

Conferees appearing before the committee:

Frances Kastner, Kansas Food Dealers Association & Regency Condominium Association
Marjorie Van Buren, Office of Judicial Administration

Evelyn Bowers, Kansas Association of District Court Clerks and Administrators

Bud Grant, Kansas Cramber of Commerce and Industry

Jim Foster, Boeing Computer Services

Rick Dodds, Boeing Computer Services

Representative Dennis Spaniol

James R. Green, Data Processing Management Association

Wayne Hundley, Office of the Attorney General

Janet Stubbs, Home Builders Association of Kansas

House Bill 2718 - Small claims court, limit on amount of claim.

Frances Kastner testified the two organizations she is representing today are in
support of the bill. A copy of her testimony is attached (See Attachment No. 1).
The chairman referred to the food dealers proposed amendment that would allow
them to hire a representative to file their claims, and inquired, if the bill is
amended this way, how does that person not come under the definition of practicing
law? She replied, for example, the Harry's IGA bookkeeper can go down and rep-
resent them. TIf they could do something like that, it would help.

Marjorie Van Buren stated her office is not supporting the bill. Copies of her
three handouts are attached (See Attachments No. 2). She explained there will be
an increase in caseload; the last time the limit was raised, they saw an increase
in small claim cases filed. They are assuming there would be a net increase over-—
all of number of cases; both judicial and nonjudicial time will be needed. They
have not taken into consideration any possible large increase in filings that
might come albout in the possibility of a contractual person filing claims. She
noted the net loss of revenues of $150,000 by the county and state because of the
reduction of the fee for limited actions cases is between $7500 to $100,000. She
also pointed out, as shown in the handout, they have no problem with distributing
the brochure as long as they are provided with the money to do it. She referred
to Chapt. 20, Section 362, disposition of docket fees, and stated if this bill
would pass in this present form, it would be a ten dollar docket fee instead of
what is in the statute.

Evelyn Bowers testified they are concerned about this bill for the same reasons
Marjorie Van Buren gave. She asked that the docket fees on limited action cases
be one docket fee of thirty dollars for Chapt. 61 cases; this would help clerks
in limited action cases. Committee discussion with her followed.

Bud Grant festified his organization supports the bill. 1In hearing from their
members there is an interest in increasing limits in small claims courts. He

said it is helpful to change limit slightly; don't think we should shut people
out of this. He feels one thousand dollars is very reasonable. If the limit goes
to $750, this would be an increase in his eyes.

Unless specifically noted, the individual remarks recorded herein have not
been transcribed verbatim. Individual remarks as reported herein have nat
been submitted to the individuals appearing before the committee for

editing or corrections. Page _L Of __..~2__
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House Bill 3082 -~ Computer crimes and theft.

Jim Foster explained his handout to the committee (See Attachment No. 3). He
pointed out four more states have computer crime laws in addition to those states
listed on his handout. The chairman inquired, why carve out separate crimes for
this? When the criminal code was revised, it was done deliberate so there wouldn't
be a number of specific crimes. Mr. Foster replied, this is a result of an interim
study, and this is their recommendation.

Rick Dodds stated they don't believe the existing theft law is suitable, because
it requires proof of attempted theft of a person's property. He explained how
their information is received, and the technical problem with the law trying to
prove they were permanently deprived of their property. A committee member in-
quired, you are not aware of any action been brought in regard to computer theft?
Mr. Dodds replied, no. They are asking consideration of the substantial evidence
that is mounting with 32 states passing computer theft bills. The chairman in-
quired what the language meant in line 66 of the bill? Mr. Dodds replied, when a
party affirmatively makes a statement to you on which you rely to your detriment.
The chairman inquired, how does that apply to computer theft? Mr. Dodds replied,
it isn't entirely clear to me either. Further committee discussion was held with
him.

House Bill 2718 - Small claims court, limit on amount of claim.

Representative Dennis Spaniol, the sponsor of the bill, explained the bill to the
committee. Following his explanation, the chairman referred to lines 38 through

42, which would permit claims filed for someone else; and inquired, how is that not
practicing law? Representative Spaniol replied, this was amended in by the House
Ways and Means Committee, it was not a part of his bill. He said he remains neutral
on the amendment and would like to see the bill passed. A committee member inquired,
does that destroy the bill? Representative Spaniol replied, will not object if the
amendment is taken out.

House Bill 3082 -~ Computer crimes and theft.

James Green testified his association supports the bill, because they feel the
current statutes do not cover computer crime. Their chapter board of directors
voted unanimously to endorse the explcit defining of computer crime and penalties
for computer crime in the state statutes. A copy of his testimony is attached
(See Attachment No. 4). Committee discussion with him followed.

House Bill 3021 - Warning for mechanic lien on residential property; time limit.

Wayne Hundley testified his office requested this amendment to the mechanics lien
statute. He said under the present system notice is required. He explained the
problem and feels the bill is necessary. He stated it will not cure all of the
problems; it is a small burden compared to the potential danger. A committee
member inquired, if he would object to striking line 84 starting with "except"
through line 90?7 Mr. Hundley replied, probably not; would like to give it some
thorough thought.

Janet Stubbs testified her association has worked with the attorney general's
office in the past years on legislation. She stated they would have a problem
with the suggestion made in lines 84 through 90. Good business practices would
alleviate some of the problems. They would have trouble with a subcontractor who
furnishes labor. She said they found three days would not alleviate the problem.
A committee member inquired, how many cases have there been of contractors who
have not paid their bills? She replied, I can't tell you in the last couple of
years. Can't give statistics in recent times. She is not aware of the horror
stories.

The hearings were concluded on House Bills 2718, 3082, and 3021.

House Bill 2598 - Sale of tobacco products to persons under 18 unlawful.

Senator Gaines moved to reconsider action on House Bill 2598; Senator Mulich seconded
the motion, and the motion carried. 5 {2
o

Page

The meeting adjourned.
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— nsas Food Dealers’ Association, Inc.
2803 WEST 47th STREET ~ SHAWNEE MISSION, KANSAS 66205

PHONE: {913) 384-3838
March 28, 1984

OFFICERS

SENATE JUDICIARY COMMITTER EXECUTIVE DIRECTOR
JIM SHEEHAN
?ggsv'ﬁffg SUPPORTI 2718 SHAWNEE MISSION
KINGMAN RI‘ NG H:B

VICE-PRESIDENT
CHUCK MALLORY
TOPEKA

Thank you. for the opportunity to appear before you today.
TREASURER AND SECRETARY

LEONARD McKINZIE I am here in a dual capacity, that of Director of Governmental
OVERLAND PARK

: ) Affairs for the Kansas Food Dealers Association, and as the Secre-
CHAIRMAN OF THE BOARD

ROY FRIESEN

v RACUSE tary--Treasurer of the Regency Condominium Association where I live.
BOARD OF DIRECTORS About a year ago, the Condo Association had to use the small
J.R. WAYMIRE claims systems to recover damages to a roof which was under warranty

LEAVENWORTH ) -
gxxxmﬁ¥$ZN and which amounted to $650. Even though we were awarded the
“fgbg;ﬁiiyE” limit under Small Claims ($500) the Association members still had

HARLES BALLOU . . '

s 2 to stand the cost of $150 for repair which was supposed to be under
DONALD CALL . .

CEDARVILLE warranty and the original roofer would not fix so we had to get
JOE ENSLINGER

WICHITA another contractor to perform the work and pay for it.

BOB BAYOUTH

WICHITA Had HB 2718 been in effect, the original contractor would
MIKE DONELAN

coLBsy : 3 4
DELL KLEMA have been liable for the entire amount of the repair work.

RUSSELL

DIRECTORS AT LARGE

Members of the KFDA asked us to seek an amendment which would
PAUL DART
GARDENCITY

poRRDEN. allow them to hire a representative to file their claims, instead

ABILENE of having to do it themselves, or have a full-time employee respon—

AFFILIATE DIRECTOR sible for filing claims and following them through. This amendment
808 MACE
TOPEKA was added by the House Waysn and Means Committee and we believe it

DIRECTOR OF
GOVERNMENTAL AFFAIRS

FRANCES KASTNER lect on some of their unpaid debts. We all know that anytime a

businessman has to absorb a bad debt, or a bad check, that is in-

makes HB 2718 a good tool for our members to use in trying to col-

cluded into the cost of doing business, which in turn is passed

on to honest consumers who pay their bills.,

We ask that you recommend HB 2718  favorable for passage.




State of Kansas

Office of Judicial Administration

Kansas Judicial Center
301 West 10th .
Topeka, Kansas 66612 (913) 296-2256

February 28, 1984

To: Mary Galligan, Legislative Research
From: Jerry Sloan, Fiscal Officer \
Re: House Bill No. 2718 as amenfled by the

House Committee on Ways and.Means

This bill, as amended, would raise the jurisdictional 1limit
for the small claims procedure from $500 to $1,000. It would also
raise the docket fee for a small claims action from $10 to $15 as
well as change the docket fee in Chapter 61 cases to $15, if the
amount of the claim does not exceed $1,000.

Although the increase in docket fees might slightly reduce the
number of filings, the cost estimates in my original fiscal note on
this bill (copy attached) are not changed by the amendments of the
House committee. We would continue to expect the increase in small
claims filings along with the noted costs of $39,300 for clerical
help, $23,500 for judges on assignment, and $4,715 for forms modifi-
cations.

There would, however, be a change in the revenues generated
due to the amendments. Using as an estimate of small claims filings,
the number of filings in FY 1983 plus the increase estimated in the
earlier fiscal note, we could anticipate 17,793 small claims cases
filed. The estimated 14,043 cases under current statutes would
generate an additional $5 per case or $70,215. The increased case-
load of 3,750 cases would generate $15 additional per case or $56,250.
There appears to be some inconsistency between this bill and K.S.A.
1983 Supp. 20-362(a)(3). However, it appears that of the collection of
$126,465 in new revenues, $18,750 would go to the counties, approxi-
mately $5,625 would go to the county law libraries, and approximately
$102,090 would go to the State General Fund.

There would be a decrease in revenue generated from Chapter 61
case filings from this proposed docket fee change. 1In an unscientific
survey in one judicial district, it was discovered that 24% of the
case filings in Chapter 61 were for claims between $500 and $1,000.

£
S/ i
/Z _Q f"{} . e,
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Ms. Galligan -2~ February 28, 1984

Extrapolating this percentage statewide, we might expect that approxi-
mately 10,000 cases would be affected by the docket fee change. This
would indicate a decrease in revenues of $150,000. The inconsistency
with K.S.A. 1983 Supp. 20-362 again makes it unclear, but it appears
that $50,000 of this decrease would be from the counties' general
funds and the remainder from the State General Fund.

JS:dm )
Attachment



State of Kansas

Office of Judicial Administration

Kansas Judicial Center
301 Wast 10th
Topeka, Kansas 66612 (913) 296-2256

January 30, 1984

Tos Lynn Muchmore, Director of Budget
Executive Branch .

From: Jerry Sloan, Fiscal Office
Judicial Branch

Re: House Bill 2718

This bill would raise the jurisdictional limit for small
claims procedure from $500 to $1,000.

The 1979 Legislature raised the limit for small claims proced-
ure from $300 to $500 (see Chapter 187, Session Laws of 1979). At
the same time (see Chapter 80, Session Laws of 1979), the jurisdic-
tional limit in Chapter 61 cases was increased from $3,000 to $5,000.
Following this action, it was found that case filings in both small
claims and Chapter 61 increased dramatically, the former by 26.7% and
the latter by 18.8%. At the same time, Chapter 60 case filings also
increased but at a more normal 3.9%. We could anticipate this
historical phenomenon to again occur in small claims filings with
this bill.

In FY 1983, 14,043 small claims cases were filed. While the
jurisdictional limit increase proposed is more, both in amount and
percentage, than the increase that occurred in 1979, if we use a
conservative estimate of the same percentage increase in case filings,
we would expect about 3,750 more small claims cases. Historically,

we would expect this to occur without a decrease in other civil filings.

It is estimated that this increase would require an additional
3 clerical positions, either in additional positions or an equivalent
in temporary help. The cost for this additional staff in FY 1985
would be $39,300. There would also be an impact on judicial work
load. Estimating 30 minutes per case of judge time, this would
require almost the equivalent of one full-time judge. While this
increase would be statewide, it would require the additional usage of
retired judges, if available, or more cross-assignments. It is esti-
mated this cost would be approximately $23,500.



1

Mr. Muchmore
January 30, 1984
Re: HB 2718
Page 2

The additional revenue generated from this filing increase
would be $37,500. Of this amount, approximately $13,125 would go to
the State General Fund and $18,750 would go to the counties; approxi-
mately $5,625 would go to the county law libraries.

\

‘There would also be an additional cost to the counties. Since
most district courts order their forms on an annual basis, if this
bill were to become law on July 1, the remainder of the existind forms
would have to be discarded and new forms purchased. For small claims
forms, it is estimated this would cost, in the aggregate, $4,71S.

JS:dm
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March 28, 1984

To: Marjorie J. Van{ Buren

From: Jerry Sloan

Re: House BillNo. 2718 as amended

House Bill No. 2718 as amended by the House committee of
the whole includes a requirement of creating, printing and.dis-
tributing a pamphlet to all parties to proceedings pursuant to
the small claims procedure act. This, of course, would have a
fiscal impact beyond that of my earlier fiscal notes.

In discussions with our Trial Court Specialist, the pro-
posed amendments, which are attached, should be included to
clarify the type of booklet that is needed. My following analysis
of the cost of this is based on this amendment being included.

As noted in my earlier fiscal notes, I am estimating nearly 18,000
small claims cases to be filed per year. When one takes into
account that at least two booklets are required for each case and
in the case of multiple defendants, even more, at least 36,000
booklets will be distributed and possibly more. In addition,
since a supply of booklets needs to be available in each district
court, some overage will be required.

Using an estimate of the amount of material that will be
required in such a pamphlet, I requested a cost estimate from the
Division of Printing. They approximated the cost of 50,000
booklets at $10,500. It should be noted that a reduction in the
number of booklets would not show a similar percentage decrease
in cost since set-up charges would remain the same.

There is one additional administrative problem with comply-
ing with this amendment. The effective date of this bill is July
1. Should it become law, we would have to compile this booklet as
well as get it printed. From my experience with the Division of
Printing, especially around the end of the fiscal year, I would not
expect to be able to have printed copies until August or even
September. After that we would have to distribute these booklets
to the district courts. It would probably be the first of October
before we could be in complete compliance.

JS:1fb
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0247
0248
0249
0250
0251

0253
0254
0255
0256
0257
0258
0259
0260
0261
0262

HB 2718—Am. by HCW

prepare, cause to be published and distribute to all clerks of the

district court a pamphlet containing:
[(1) A copy of the small claims procedure act, other than

K.S.A. 60-2713 and amendments thereto; and

[(2) asummary of thiwhs—of-evidenee—aad—o&ber—pseeed&ses—
used-inthe proceedings pursuant to the small claims procedure
act.

requirements of the

[(b) The clerk of the district court{shall distribute the
pamphlet provided for by this section to all parties to proceed-
ings pursuant to the small claims procedure act.

[(c) This section shall be part of and supplemental to the
small claims procedure act.]

Sec. 4 6 [7]. K.S.A. 61-2501, 61-2703, 61-2704, 61-2706 and

61-2713 are hereby repealed.
Sec. 5Z[8]. This act shall take effect and be in force from and

after its publication in the statute book.

1

on or after October 1,

1984

> -255Y




H., B. 3082

BY COMMITTEE ON COMMUNICATION, COMPUTERS, AND TECHNOLOGY

o REPRESENT BOEING MILITARY AIRPLANE COMPANY, WHICH INCLUDES BOEING
COMPUTING SERVICES COMPANY.

o AT OUR BMAC FACILITY IN WICHITA WE HAVE:

7 COMPUTER CENTERS

1,000 + TERMINALS

150,000 + DATA FILES

2 DISHES THAT BEAM DATA VIA SATELLITE

ARE PART OF THE LARGEST PRIVATELY OWNED TELECOMMUNICATIONS
NETWORK IN THE WORLD.

o AT BMAC WE PROCESS VARIOUS CLASSIFICATIONS OF DATA WHICH ARE ASSETS
OF THE COMPANY: '

MILITARY CLASSIFIED
UNCLASSIFIED MILITARY
BOEING LIMITED/PROPRIETARY

COMMERCIAL SENSITIVE

o WE ARE ASKING THAT COMPUTER SCIENCE AND LAW BE DESIGNED TO DEAL WITH
CHANGING TECHNOLOGIES AND SOCIETIES.

o} REASONS BOEING IS SPONSORING HOUSE BILL 3082:

PROPER LEGISLATION TO GET OFFENDERS OFF THE STREETS.
ALLOW A COMPANY TO RECOUP SOME OF ITS LOSSES.

BMAC COMPUTING POWER HAS INCREASED OVER 1300% OVER THE LAST
5 YEARS. ' :

STORAGE CAPACITY HAS INCREASED OVER 1900% TO APPROX. 450
BILLION WORDS.

CURRENT . STATUTES LACK SPECIFIC DEFINITIONS IN THE COMPUTING AREA.

ADDITIONALLY CURRENT STATUTES LACK PENALTIES OR RECOURSE CONSIS—~
TANT WITH THE VALUE OF THE DATA.

MORE AND MORE VITAL COMPANY AND GOVERNMENT PROPRIETARY DATA
RESIDES IN THE COMPUTER NETWORK.
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- ASSISTANCE IN HELPING US PROTECT OUR COMPUTER SYSTEMS AGAINST:
- PHYSICAL ABUSE
- DATA CORRUPTION
- FRAUD
- OUR INTENT IS TO PREVENT THE INVASION OF OUR RIGHTS AND WHEN
VIOLATED, PROVIDE EVIDENCE TO SHOW THAT OUR OBLIGATIONS IN
PROTECTING THE RESOURCES HAVE BEEN CARRIED OUT.
MARCH 28, 1983 "COMPUTER WORLD"
18 STATES WITH COMPUTER CRIME LAWS
1. ARIZONA.H.B.2212 10. MISSOURI.S.B.559
2. CALIFORNIA.H.B.66 _ 11. . MONTANA.H.B.621
3. COLORADO.H.B.1110 12. NORTH CAROLINA.H.B.S.397
4. DELAWARE.H.B.730 13. NEW MEXICO.H.B.S.8
5.  FLORIDA.H.B.1305 }14. OHIO.H.B.437
6. GEORGIA.S.B.198 15. RHODE ISLAND.H.B.5775
7. ILLINOIS.H.B.H.1027 16. UTAH.H.B.183
8. MICHIGAN.H.B.4112 17. VIRGINIA.H.B.439

9. MINNESOTA.S.B.381 18. WISCONSIN.H.B.744
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Va‘. law:makers pass c

H"'é“/

By Paul Korzemowski
RICHMOND Va — Thg Virginia
state - legislature - - overwhelmingly.

A 'of Savings Institutions; the bill di

Sponsored 'by -the Vlrgxma Leagu

vides offenses into five categones‘y

~computer ] fraud, trespassing, inva-.~

passed _a_computer crime_bill’ that -
“renders obsolete current legislation
.and clearly;defme& categones.of_com.

puter crime. The bill awaits the sig--
nature of Gov. Charles S. Robb, after.

thch 1t will become effective J uly 1.

_sion _of puvacy*_.threat to_security *
“and forgg_l_'y “TheJaw clearly labels::
- categories of crime that previously -
“didn’t exist,” said Daniel R. Burk, an
- tences which helps to ensure that the.
‘punishment fits the crime,” accord-

dttorney with Thomas and Fiske

P.C., the Alexandria, Va., law firm .

‘that represented the league “It is de-
signed to stop anyone who uses a -
‘computer for an illegal activity.”

Minimum” sentences for - persons
convicted under the new law range
from a $500 fme to a flve-year prison

~term.

" “There is. a ‘wide range ‘of sen-

ategdhcal cemputer crlme b111

-

B ing to Burk.

To draft the bill, Burk studied
computer crime bills currently in
place in 21 states. ‘“We wanted to en-
sure that the. bill had_ comprehensive,
Clear language,” he said.

One issue that the new bill does
not address is illegal copyrighting.
“We may explore that issue next
year,” Burke noted.
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mdustry substantxally because it wﬂl
‘not be exposed to potential losses

BOSTON — A piece of legxslatxon =

' that sponsors hope’ ‘will: encourage-:,
| Massachusetts. businesses - ‘to prose-' [since] our law. did not cover areas
- cute; computer criminals’ ‘more. a -like thls,’f White said. He noted that
“.gressively is nearing. approval in. ‘the/~losses’ from - theft~of computer. data.
*:Criminal -Justice Committee of t ife: ”awfully hard to get because the’
e 'ommonwealth's House fRe ompanies seem hesitant to talk too.
’ much’ about- being ripped .off on a
¢ uld |.the " si egular basis. But we get the. feeling

S v onic. that there. has been substantial loss

‘ 1m2ulses as grogerg{, opening. the®. over the years.”. .

oor for offenders to be prosecuted_ v White said the matter gamedleg s

under state larceny statutes for the islative attention after a 1981 state -

rvalue of information that is ‘recorded;; Supreme Court decxsmn that gex‘- -

electromcally o s :
= The bill is. in its thxrd,rea@mg_

. tee after bemg given a, read1
voice vote without debéte last, ee
[ ‘It is intended to_ fill ! r, broa

gap [in { the law] tha needs't : g
~dressed,”! ‘according; ‘;'}Rep Pa toifengage n’ som cation thh
- White (D-Boston), hairman’of the' some of our colleagues who ‘get’con-
committee and the bill’s cosponsor.”~. fused about somethmg as hxghly
- “This will protect the computer. techmcalasthxs

8:
“We. ]ust have:
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MARCH 5, 1984

Concernmounts_overnﬁs‘use;,()fémedical records

g Boston—based research orga-
; nization ‘serving the health

By David Oimos .
CW Staff

CHICAGO — In the thick

- of last year’s mayoral race
here, damaging information -
“about Republican. candidate

Bernard Epton’s medical his-

. tory_was. revealed,.perhaps ;;7
_Tiember college is the na-
- ; tion’s largest organization ... -
".for health care workers.. .
Last October, the govem— o
ment began new payment
procedures in which hospi-.
“tals are paid predetermined
rates for the care given Medi-
care patients, Wesbury said. -

mfluencmg the electxon Te-

;. sults.

Some health care groups.

fear the potential for similar .

disclosures of -supposedly

confidential_medical retord
— whether those of politi-

cians or the general public —

is becoming more likely. The

growing use of computerized.
medical records in U.S. hos-
pitals. Js_posmgan Orwelhan

according.to one top health.

s

_ care official.

“Never before has the pri-

vacy of health records been

so endangered,” said Dr. Stu-

. art A. Wesbury Jr., president

of the American College of
Hospital .- Administrators:

(Acha), in a recent. report -

that warned of the *poten-
tially serious threat” posed
by mcreased computenza—
tion. R : .

system,

New demands for informa- .

college and other health care

-groups to call for stronger
) _safeguards for computerized. '

medical records, The 28,000~

_ tion by the federal govern- :.
ment and insurance compa-
-nies . -have prompted the

"cessing and accounting -de-

partment personnel, he said...

An average of 75 people m :
each hospital how have ac--

- bury . continued. ’ Many ‘em-
. ‘ployers are now estabhshmg :
;. their. own health -insurance
" plans and are seeking patient ;.

This has made it necessary -

for hospitals to correlate pa- -
tient information and finan-: -
-cial information *as x’lever
_before.”

The new payment struc-

ture has made it virtually im-"

possible for a- hospital to
function efficiently without
its own in-house computer

The new Medicare p:

“ment procedures raise the

likelihood that access to in-

“formation will be available

NEWS

not ., only to doctors and
nurses, . but also to data pro-

cess to - patlent records, ac-’
cording . to research by* the
college. - :

the only.organizations seek-
ing patlent information, Wes-. .

.data before  making pay-

ments. An employer conceiv-

ably - could . gain ~access “to-

" medical information that the
" employee wanted kept confi-

- records

" dential, he said. . e e
Hea.lth orgamzatlons are
- and software?” -

recommending that hospitals
implement._policies on_data -

" security to help protect Qa-
service bureau or
lother outside tlme-sharmg
-service, Wesbmy noted.

tlent E ivacey.,
Conﬁdentxahty of pauent

‘is a problem, but it
Yoogenions

to Peter Wagemann, director

- of the Institute for Medical

Record Economics, Inc.,, a’

- tions punishable . by repri-
;2. - The. govemment and in- .
.-surance. companies are not

according
- guards such -2s limiting ac-
. cess

are industry..The institute

. has recommended that every .
staff. person with access to

patxent information be re-
- quired to 'sign a.statement of
“confidentiality, with viola-

mand or dismissal. - —

alerted to the security issue

- computer hackers. gained ac;
‘cess fo_patient files at_the
". Memorial Sl oan_,Kettermg

“Cancer Center in New. York.

incident
»*“perks. up your ears,” he
" said.
“ sbomeone who really knows
“what they’re doing and has

"That ~ kind  of

“What if you have

more sophisticated hardware

The American Medical Re-
cords Association, in a state-

~ment on confidentiality and

'security  of health records,

{, urged hospitals using com-

puters to adopt security safe-

to " patient records,
controlling access by. pass-

“ical information by creatin
Wesbury said he was _model state legislation,

last August after a widely
.‘publicized incident -in which

words, establishing user in-
put and output limitations,

,using numbers instead of

names for both patients and

health care providers and .

maintaining backup files on
magnetic disk or tape.

One group is addressing
the problem of access to med-

draftmg committee of The

National Conference of Com- .
missioners on Uniform State. .
Laws, a quasi-governmental

body comprised mainly of. @

lawyers appointed by the na-
tion’s governors,- has com-

pleted a preliminary draft of 3

a Health Care Information
Act. -
According to Alan Ben-
nett, a Washington lawyer
and reporter for the drafting
committee, the legislation,
which involves records on
paper as well as in comput-
ers, contains provisions to

closure of data wnthout pa—
tier consent,and. place_re-

strictions_on_access by Jaw_

£nforcement agencies,
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Officxa.ls of the. San Dxego
, . School Department and Gom-

SAN DIEGO A serxe§_QL pers Secondary School decid--
S the—compnter ed against filing criminal-
system at a specialized math .. charges with local police, -
and science high school here = even though four students al-:
last month has resulted in legedl d
the suspension of three stu: ~tered other studgm;s_hgme-

By Patncia Keefe
Staff

muucommxter.sxs!zgm..

changing :

d ades and al-- -

_lost, however,: because the
‘teachers: had -~ maintained

_ »‘i:passwo_rgs 780
.teachers -;couldn’t.
their programs. No- data was.

.access.

supenntendent of schools ;
Imtlally, the students con--
ﬁned ‘their.-zactivities to-

here.

'Three suspended for tappmg school’SSystem

ing the ethics of computerf

Although Gompers offi-

sclence, including t;amperm&
Three of the students in-

cials -are reportedly now-- volved :attended Gompers, .

planning to educate students i
and their parents about the:

ethics and legalities of sys-"%.
. science program. Three of "

tem_violations, Cook - said

while a fourth attended Pat-
rick Henry- High School,’
which also has a computer.

—————

dents andabeefmg up of sys- WleLf;I_lm school’s: hard-g:opy backup, according. new students are regularly : these students have been sus-
temsecnle W‘L——m : toAl\ber't Cook, the assistant - gmmmmtw pended from the computer
et L WYL T - o e e i . science program for the re-
I mainder of the year, Cook
said.
— ~ \'/ .
o School officials still aren’t |
¥ . e 3 sure how many students end-

Their activities were dis-
covered after the chairman ed up with the ability to ac-
of the Gompers computer sci- ||~ €S8 the system. Although:
ence program rea_llzed that b the Stlldents clwned t}le B
phone lines used by students || - passwords. -were relatwely

to do computer science home- || simple, the teachers say the’
" work at night were being | students.: were :. extremely :

used during the day. After " lucky to have guessed them, .

setting up a monitoring sys- | - Cook said. The only security "
recautions t

* school,”
supplied by his brother at! .

- {em, the chairman learned

that a student at another
using information

Gompers, figured out the

' passwords needed for full ac-

cess to the Gompers comput-

- er system. The two brothers

.then circulated the pass-

" words among other students. '|:

_Lake,..l.accordmg to - John '~-
: . Crane, director of DP for the :
is to

" changé the ‘passwords, which

San - Diego . schools,

has been done.. There is no

_need for anything more since .

the Gompers system is not .
". connected to any school ad-
; Immstratxon -computers, he 4
' -added ; :
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Set ‘Lomc Bomb’.
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Associated. Press v A : s 3-:

+LOS ANGELES --;- Twn campnter

 programmers have been accused mf
{rying to'sabotage their: companys‘}
computer \system- - ‘with | logic:
bombs,”" destructive programs set 10 ”
go off at a specified time.," -
“The logic bombs would have. de-"
leted mventory and payroll infor-.
mation, Shut. ‘down, the . computer‘
system and then erased any trace of 4
the destructive’ . commands, ) the
palr could have gone undetected”

“_ﬁv

Philibosian. -

Both men were charged w1th two -
~counts of computer fraud and one
‘count of conspiracy to' commit com;.
puter fraud. Both charges are fela-
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The Value of Legislation

With the advent of electronic funds
transfer systems and automatic teller ma--
chines. you can well appreciate that fa-
miliarity with computers is rapidly be-
coming common experience for tens of
millions of Americans. Many security
managers are concerned daily with the
broad problem of ensuring the security
and accuracy of computer operations in
the business communities of our nation.

by Congressman Bill Nelson

1 would like to address part of this prob-
lem—the part that can be played by mak-
ing computer-assisted crime a violation
of federal law.

Computer-assisted crime is the way
we should refer to this particular type of
wrongdoing. But 1 doubt that the sim-
pler, less accurate term *‘computer crime”’
will disappear from popular reports of
the issue. Nevertheless, what we are

talking about is not crimes committed by
computers, but crimes committed by
people with the assistance of computers.
This includes crimes committed by peo-
ple at a computer keyboard and crimes
that take advantage of the ability of com-
puter systems to bypass the human con-
trols that existed in traditional account-
ing and auditing procedures.

The federal government, particularly
the Pentagon and Bureau of the Census,
has many computers—more than 16,000
in the entire federal establishment. The
private sector has some 56,000 large,
general purpose computers and 213,000
smaller business computers. Another
570,000 minicomputers and 2.4 million
desktop computers are also in use in the
private sector. My own congressional of-
fice has a powerful minicomputer with
256 K of core memory and 60 megabytes
of disk memory, a tape drive for back-
ups, and its own emergency power sup-
ply.

The computer-assisted crime problem
poses major difficulties for the future be-
cause computers will be increasingly
available to our society to assist whatever
work we have to perform. And where
people work daily with a powerful tool
such as a computer, some will overstep
the boundaries between legitimate and
criminal uses of these devices.

Daily newspaper headlines cite rising

ported was the story of a former Federal
Reserve employee who used a stolen
password to tap into confidential Federal
Reserve System computer files. The as-
sistant US attorney on the case was able
to prosecute under the federal wire fraud
provision only because the perpetrator
used a telephone and dialed across state
lines to commit the act. Had he confined
his activity to within state, the prosecutor
would most likely have had to rely on a
general theft statute—resulting in only a
$100 fine for the theft of the actual com-
puter time stolen, without consideration
of the information’s value.

The 414s, a group of teenage hackers
in Milwaukee, were recently in the head-
lines when they made incursions into more

Congressman Nelson gave this speech at
the ASIS conference on Theft & Diversion of
High Technology, October 31 and November
1, 1983, in Washington, DC.

SECURITY MANAGEMENT

computer criminal activity. Recently T8~




than fifty business and institutional com-
puters, among them the Los Alamos nu-
clear weapons laboratory. This year in
my own state of Florida, a health insur-
ance claim agent generated more than
$240.000 in fraudulent claims to herself
and family members. That case was suc-
cessfully prosecuted under the compre-
hensive computer crime law 1 sponsored
as a state legislatar in 1978. Since we
passed the Florida law, approximately
twenty states have followed suit, adding
varying degrees of protection against
computer-assisted crime to the state
criminal codes,

The examples given point to the in-
adequacies of our existing judicial sys-
tem and penal codes in handling this type
of case. Prosecutors are unable to make
effective cases against computer crimi-
nals because the forty or so federal laws
that could be applied were designed to
control other kinds of criminal activity.
Testifying at a recent Senate subcom-
mittee hearing, John Keeney, deputy as-
sistant attorney general of the Depart-
ment of Justice Criminal Division,
described the current legal dilemma well.
He suggested that in relying on statutory
restrictions dealing with other offenses,
the law enforcement officer and the pros-
ecutor must create ‘‘a theory of prose-
cution that somehow fits what may be
the square peg of computer fraud into
the round hole of theft, embezzlement,
or even the illegal conversion of trade
secrets.” Obviously, such application can
be awkward and the results far from per-
fect.

Legislation is obviously in order to
strengthen the powers of federal prose-
cutors so those who illegally penetrate
computer systems can be brought to jus-
tice. Thus, I have introduced the Federal
Computer Systems Protection Act of 1933
to make crimes by computer a specific
federal offense. H.R. 1092 would make
it illegal to tamper with the computers
of the federal government, the computers
of financial institutions guaranteed by the
federal government, and computers op-
erating in interstate commerce Or using
interstate facilities. (See summary of H.R.
1092's provisions at right. This legis-
lation could give federal prosecutors an
efficient tool to combat the growing threat
of computer-assisted crime to the na-
tional economy and to national security.

We need a national statute to defend
our federal government computers from
unauthorized entry, to protect the de-
veloping electronic funds transfer sys-
tem, to preserve the integrity of the Fed-
eral Reserve Svstem. and to safeguard

JANUARY 1984
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— The Federal Computer Crimes Act of 1983—A Summary

—

The Federal Computer Systems Protection Act of 1983 would make crimes by
computer a specific federal offense. Such crimes must now be prosecuted under other
federal fraud and theft statutes. *This bill will give prosecutors a clear-cut basis for
prosecuting anyone who steals information from a computer or who alters or destroys
information in a computer maliciously or for personal gain.” states the bill's sponsor,
Congressman Bill Nelson (D-FL). H.R. 1092 is a revised version of H.R. 3970, which
Nelson sponsored in the 97th Congress with 44 co-sponsors. The new bill broadens
the definition of a computer system and makes other changes recommended by experts
in the computer and computer crime fields.

H.R. 1092: “*A bill to amend title 18, United States Code, to make a crime the use,
for fraudulent or other illegal purposes, of any computer owned or operated by the
United States, certain financial institutions, and entities affecting interstate com-
merce."’

PENALTIES: Fines of up to $50,000 or twice the value of the property stolen or
imprisonment for up to five years, or both, for . . . *‘whoever uses, or attempts to
use, a computer with intent to execute a scheme or artifice to defraud, or to obtain
property by false or fraudulent pretenses, representations, or promises, of to em-
bezzle, steal. or knowingly convert to his use or the use of another, if the computer—

. -(1)is owned by, under contract to, or operated for or on behalf of: (A) the United

States Government; or (B) a financial institution; and the prohibited conduct
directly involves or affects the computer operation for or on behalf of the United
States Government or financial institution; or
(2) operates in, or uses a facility of, interstate commerce."’
And provides for fines up to $50.000, or imprisonment for up to five years, or
both, for “*whoever intentionally and without authorization damages a computer
described (above) or intentionally and without authorization causes or attempts to
cause the withholding or denial of the use of a computer, a computer program. or
stored information.”’

JURISDICTION: “'In a case in which Federal jurisdiction over an offense as de-
scribed in this section exists or may exist concurrently with State or lpcal jurisdiction,
the existence of Federal jurisdiction does not, in itself, require the exercise of Federal
jurisdiction, nor does the initial exercise of Federal jurisdiction preclude its dis-
continuation.’”

DEFINITIONS:

Computer *‘means an electronic, magnetic, optical, hydraulic. organic. or other high-
speed data processing device or system performing logical, arithmetic, or storage
functions. and includes any property. data storage facility. or communications facility
directly related to or operating in conjunction with such device or system; but does
not include an automated typewriter or typesetter, a portable hand-held caiculator,
or any computer designed and manufactured for, and which is used exclusively for,
routine personal, family, or household purposes and which is not used to access,
to communicate with, or to manipulate any other computer.’

Property “"means anything of value, and includes tangible and intangible personal
property: information in the form of computer processed. produced, or stored data;
information configured for use in a computer; information in a computer medium;
information being processed, transmitted or stored; computer operating or appli-
cations programs: or services.”’

Use **includes to instruct, communicate with, store data in, or retrieve data from, or
otherwise utilize the logical, arithmetic, or memory functions of a computer. or.
with fraudulent or malicious intent, to cause another to put false information into
a computer.™

Computer medium **includes the means of affecting or conveying data for processing
in a computer, or a substance or surrounding medium ‘which is the means of
transmission of a force or effect that represents data for processing in a computer,
or a channel or communication of data for processing in a computer.”

Financial Institutions are *‘(A) a bank with deposits insured by the Federal Deposit

Insurance Corporation: (B) the Federal Reserve or a member of the Federal Reserve
including any Federal Reserve Bank: (C) an institution with accounts insured by
the Federal Savings and Loan Corporation; (D) a credit union with accounts insured
by the National Credit Union Administration; (E) a member of the Federal home
joan bank system and any home loan bank: (F) a member or business insured by
the Securitics Investor Protection Corporation; and (G) a broker-dealer registered
with the Securities and Exchange Commission pursuant to section 15 of the Securities
and Exchange Act of 1934."
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business computers in a world where a
computer terminal may be on every desk
in every home. :

We have tried to draft this bill to avoid
discouraging the legitimate inventive-
ness of computer programmers. We rec-
ognize the need for interaction between
people and computers on a day-to-day
basis. Limiting access and other neces-
sary security measures must not prevent
computers from being used fo their full-
est potential in government or the private
sector. Employees must have ready ac-
cess to computers to do their jobs with
a minimum of security hassle, just as
they previously needed access to a type-
writer, a telephone, or a library. H.R.
1092 is intended to allow that freedom,
while providing the protection of legal
prosecution of the willful or malicious
wrongdoer.

The bill has received generous support
both from my congressional colleagues
and from many experts in the industry.
We currently have 110 cosponsors and
look forward to hearings before the House
Judiciary Subcommittee on Civil and
Constitutional Rights in the near future.
Subcommittee Chairman Don Edwards,
of California, has recently appointed a
special counsel to assist in the prepara-
tion of those hearings. As soon as pos-

sible. you will be notified of the date and
time for the hearings. so ASIS can par-
ticipate and attend.

Hearings have been held in both House
and Senate committees to review the
computer-assisted crime problem in gen-
eral. Although none of these hearings
legislatively addressed H.R. 1092, many
witnesses testified to its viability and the
need for such a statute. Representing
ASIS, Mr. Criscuoli and Mr. Bequai re-
cently appeared before Senator Cohen’s
Subcommittee on Oversight of Govern-
ment Management, of the Governmental
Affairs Committee, and addressed the
need for federal legislation. Mr. Cris-
cuoli reaffirmed your support of my leg-
islation, and Mr. Bequai emphasized the
deterrence and educational quality of the
bill. (See page 25:for the ASIS testi-
mony.) I look forward to working with
you m the future to press this bill for-
ward.

The endorsements from your own So-
ciety, financial institutions, trade asso-
ciations, and private computer security
experts have been most encouraging. The
American Bankers Association, in a let-
ter to Subcommittee Chairman Don Ed-
wards, said, ‘‘We feel H.R. 1092 is an
important step in defining the issues and
the scope of the computer crime prob-

He 3

lem. and an important ingredient in ap-
propriately controlling the information
powers of computers as well as deterring
abuses. . . . Our Association considers
computer-related crime to be a serious
threat to society and particularly to the
safety and soundness of financial insti-
tutions. . . . The American Bankers As-
sociations supports H.R. 1092.”

Representatives of the Federal Bureau
of Investigation, the Department of La-
bor, and the General Accounting Office
have all voiced support for a federal stat-
ute addressing this unique legal problem.

During a recent hearing before the Sci-
ence and Technology Subcommittee on
Transportation, Aviation, and Materials,
John L. Hancock, senior vice president
of Wells Fargo Bank, San Francisco,
stated, “*Current legislation, which is now
pending at the federal level, should be
enacted to better define computer crimes.”’
He supported his comments by suggest-
ing that through implementation of such
a law, prosecution (of computer-assisted
crime) would be facilitated and public
awareness {(of the problem) would be
heightened—an obvious and potential
deterrent to the commission of computer
crimes would be in place.

Finally, passage of federal computer
crime legislation would serve as a pace-

“+%  Formore information
s or a brochure,

CPP, Director.
N

in Mass® 1-800-392-6289
Qutside Mass: 1-800-225-6146

security training professionals. And
of public law enforcement programs,
basic security techniques to human relations, and more.

We can also customize one of our current programs for you
or design a program for your very specific needs.
Because we are a division of a nationally recognized
full service security firm, we can also provide a ;
complete line of security training consulting services. & ‘P

S contact Mr. Scott Edmonston,

THE PRIVATE SECURITY
TRAINING INSTITUTE

Q2 State Street, Boston, Massachusetts 02109

Now there's a cost effective, universally applicable basic training program for the private security
officer. Private Security Training Institute's slide and videotape courses have been produced by
unlike most programs, which are merely watered down versions
the P.S.T.l. courses specifically address your needs, from




setter or guide for other industrialized
countries. 1 was delighted to learn that
a copy of the legislation had been for-
warded to the governments of Germany
and Italy for review. While our nation

nelngy . we must remember that the use-
fuiness of computers. as well as the po-
tentia} for disastrous international cnmes.
will affect the entire world.

I hope with your assistance and the

¢

is cenainly a leader in computer tech-

help of my colleagues. the business com-
-3 -~

]

=3
munity. and law enforcement agencies,
we will be able to enact federal com-
puter-assisted crime Jegislation that will
stand the test of time—even in an in-
dustry that is advancing and changing
every day.
About the Author ... Congressman
Bill Nelson (D-FL) previously served in
the Florida state legislature, where he

“‘spc’)nsored that state's computer crime
bill. It became law in 1978, making Flor-

ida the first state to enact a computer

crime law. e
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SESSION OF 1984

SUPPLEMENTAL NOTE ON HOUSE BILL NO. 3082

As Amended by House Committee on
Communication, Computers and Technology

Brief of Bill*

H.B. 3082 establishes, as part of the Kansas ecriminal
code, the crimes of computer theft and computer ecrime.
Computer theft includes wrongfully obtaining or exerting
control over the property or services, both of which the bill
defines with respect to computers, of another person with
intent to deprive such person of property or services. Com-
puter crime is defined as knowingly and fraudulently or
without authorization using, damaging or destroying any com-
puter, computer system, computer network, software, pro-
grams, documentation or data.

Commission of computer crime or theft causing a loss of
less than $100 is a class A misdemeanor; a crime causing a loss
exceeding $100 constitutes a class D felony.

The House Communication, Computers and Technology
Committee amendments were to clarify certain language.

® Bill briefs are prepared by the Legislative Research Department and do not express
legislative intent.
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[As Amended by House Committee of the Whole]

As Amended by House Committee

Session of 1984

HOUSE BILL No. 3082

By Committee on Communication, Computers and Technology

2-22

AN ACT relating to crimes and punishments; concerning com-
puter crime and computer theft; classifying certain acts as
misdemeanors and felonies.

Be it enacted by the Legislature of the State of Kansas:

Section 1. (1) As used in this section, the following words
and phrases shall have the meanings respectively ascribed
thereto:

(a) “Use” means to instruct, communicate with, store data in,
retrieve data from, or otherwise make use of any resources of a
computer, computer system or computer network.

(b) “Computer” means an electronic device which performs

logical, arithmetic or memory functions by the manipulations of

electronic or magnetic impulses and includes all input, output,
processing, storage, software or communication facilities which
are connected or related to such a device in a system or network.

(¢) “Computer network” means the interconnection of com-
munication lines, including microwave or other means of elec-
tronic communication, with a computer through remote termi-
nals, or a complex consisting of two or more interconnected
computers.

(d) “Computer program” means a series of instructions or
statements in a form acceptable to a computer which permits the
functioning of a computer system in a manner designed to
provide appropriate products from such computer system.

(e) “Computer software” means computer programs, proce-
dures and associated documentation concerned with the opera-
tion of a computer system.
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(f) “Computer system” means a set of related computer
equipment or devices and computer software which may be

0050 \connected or unconnected.

0051
0052
0053
0054
0055
0056
0057
0058
0059
0060
0061
0062
0063
0064
0065
0066
0067
0068
0069
0070
0071
0072
0073
0074

0076
0077
0076
0079
0080
0081
0082
0083
0084

(g) “Financial instrument” means any check, draft, money
order, certificate of deposit, letter of credit, bill of exchange,
credit card, debit card or marketable security.

(h) “Property” ‘includes, but is not limited to, financial in-
struments, information, including electronically produced data
and computer software and computer programs in either ma-
chine or human readable form and any other tangible or intangi-
ble item of value.

(i) “Services” means computer time, data processing and
storage functions. .

(2) Computer theft is: ud

(a) Wrongfully obtaining or exerting unauthorized céntrol
over the property or services of another person, or the value
thereof, with intent to deprive such person of such property or
services;

(b) by color or aid of deception, obtaining control over the
property or services of another person, or the value thereof, with
intent to deprive such person of such property or services; or

(c) appropriating lost or misdelivered property or services of
another person, or the value thereof, with intent to deprive such
person of such property or services.

(3) In any prosecution for computer theft, it is a defense that
the property or services was appropriated openly and avowedly
under a claim of title made in good faith even theugh the elaim is
untenable.

(4) Computer crime is knowingly and fraudulently or know-
ingly and without authorization obtaining the use of, using,
altering, damaging or destroying any computer, computer system
or computer network, or any computer software, program, docu-
mentation er, data or property contained in such computer,
computer system or computer network.

(5) Computer theft or computer crime which causes a loss of
less than $100 is a class A misdemeanor. Computer theft or
computer crime which causes a loss of $100 or more is a class D
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0085 felony.

0086 (6) This section shall be part of and supplemental to the
0087 Kansas criminal code. )

0088 Sec. 2. This act shall take effect and be in force from and
0089 after its publication in the statute book.
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Testimony“of

James R. Green, Kaw Valley Chapter President
Data Processing Management Association (DPMA)

before
Senate Judiciary Committee

March 28, 1984

The Kaw Valley Chapter 1is one of 280 chapters of the Data
Processing Management Association. DPMA was founded in 1951, and
with over 45,000 members in the U.S. and Canada is the largest
professional association in the field of information management.

It is governed by standards of conduct and an enforceable code of
ethics.

At its February meeting, the chapter board of directors voted
unanamously to endorse the explicit defining of computer crime
and penalties for computer crime in the state statutes. This is
especially important as the U.S. Congress does not seem in any
hurry to address these matters at the federal level,

While neither the board nor the general membership (83 members in
the greater Topeka area) have reviewed HB3082 in great detail, it

appears to do a very good job of addressing the very real and
present problem of computer crime.

Though none of us are attorneys, HB3082 appears to correct the
two major problems with current statutes: 1) many products of the
computer age can be misappropriated by persons not the owner or
producer without depriving the original owner of their use; and

2) many products of the computer age may not be covered at all
because of their intangible nature.

I personally cahnot think of a proper and ethical use of a

rcomputer that would be made illegal by this bill, and yet it is

broad enough to address all the weaknesses of current statutes
outlined in the newspaper article in a recent Topeka Capitol

Journal article, It also seems to cover "hacking", that is,
unauthorized use of computers, whether or not it is done with the
intent to harm or for personal gain. I am not that knowledable

about electronic fund transactions, but the inclusion of credit

and debit cards in the definition of "property" should be a great
help in that area. _

The chapter proposes no specific changes in the wording of
HB3082, but would be available at any time to discuss changes
proposed in the future.
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WASHINGTON (AP) — A Justice
Department report said Sunday that
existing criminal laws weren't suffi-
cient to deal with crimes committed
against autornated banking machines
and in other eléctronic financial tran-
sactions.

The department’s Bureau of Justice
Statisties said there was growing con-
cern that so-called electronice fund
transfers “provide an electrone envi-
ronment that is potentially fertile for
criminal abuse."’

The bureau said that only 22 states
had Taws addressing computer erime
or electronie fund transfer, that virtu-
ally all those laws were enacted in the
last five years, and that there was httle
information on how effective they were.
There are also several federal laws in
the areu.

The bureau’s report said electronic
crimes had the same consequence as
traditional theft but “the existing crim-
inal law does not in many cases direetly
address the unique elements of elec-
tronic fund transfer crimes.”

The report noted that theft statutes
typically prohibited the taking of physi-
cal property but it was not clear wheth-
er an electronic command making a
fund transfer constitutes “laking' un-
der those laws. The report said 1t was
also uncertain whether the contents of
acompuler memory constitute proper-
ty. Fmally, the bureau noted that fraud

laws

OPCRA CARITAL JOURNAL
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statutes called for willful misrepresen-
tation to a person, bul it was unclear
whether computers are legally consid-
ered persons,

The report said the use of automated
teller machines had grown from 4,056

“The existing criminal
law does not in many
cases directly address
the unique elements of
electronic fund transfer
crimes”

lustice Department report

ATy

terminals in 1975 10 35,721 terminals in
1982, when they handled more than 2
billion transactivns and $240 billion.

Automated clearing houses handled
40 mullion transactions in 1976 and 300
million transactions in1981

Wire transfers grew from 23 million
transactions involving more than $49
trilhon in 1975 to 700 milhon transac-
tunx imvolving $137 tritlion in 1981,

“The growth of electronic fund trans-
fer use to date will, however, pale in
comparison o its  expected  future
growth, especially as banking laws are
chameed to accommeodate the informa-
ton e and as computer and com-
munieatiens teechnology heeomes maope

riticized

advanced.”” the report said. The bureau
identified four basic types of crime di-
rected at automatic teller machines:

® Unauthorized use of a stolen bank
card. The bureau noted that many card
holders make the mistake of keeping
therr personal identification numbers

with thewr card. - g

& Fraud committed by a legitimate
cardholder who because the machines
do not use sophisticated verification
procedures, Hike fingerprints or voice
prints, can make withdrawals and later
clarm they were not respousible for the
withdrawal,

@ Insider  manipulation  ranging
fronm the theft of cards by bank cinploy -
ces o computerized aleritions of ac.
counts, N

® Physical attacks on the machines
themselves to obtain the large amount
of cash they contain or on cardholders
innmediately following a cash with-
drawal,

“In the case of wire transfer, the by-
reau said that the system was suscepti-
ble to errars made by authorized eny-
pluyees, to fraudulent computer in-
struclions by unauthorized employees
of financial institutions, and to illegal
manipulation by outside criminals wha
use their own computer syvstems to
sKirt security arrangements and ming-
pulite transachons
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