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MINUTES OF THE Senate Committee on Financial Institutions and Insurance.
The meeting was called to order by Chairperson Don Steffes at 9:00 a.m. on February 12, 1998 in Room

529-S of the Capitol.
All members were present except:

Committee staff present: Dr. William Wolff, Legislative Research Department
Fred Carman, Revisor of Statutes
Nikki Feuerborn, Committee Secretary

Conferees appearing before the committee: Bud Grant, KCCI
Bill Caton, Consumer Credit Commissioner
George Barbee, KS Assoc of Financial Services
Chip Wheelen, Kansas Psychiatric Association
Callie Jill Denton, KS Association of Health Plans
Dave Hanson, Kansas Insurance Association
Teresa Sittenauer, State Farm
Bill Sneed, Health Insurance Assoc. Of America
Michelle Peterson, PhRMA

Others attending: See attached list

Hearing on_SB 490 -- Finance charges on consumer credit sales

Bud Grant, KCCI, spoke on behalf of the Kansas Retail Council, and reminded the Committee of the passage
of the bill last year which deregulated open and closed-end credit sales in Kansas, with main street businesses
being the legislative intent (Attachment 1) Unintentionally, automobile sales were included in this
deregulation and since that time there have been many in the market place who are charging interest rates in the
25% range. Many of the persons buying such vehicles look at the monthly payment only rather than the total
price paid for the vehicle. Due to the high interest being charged, they are forced to purchase older vehicles
and are paying very high total prices for them. This bill would return the credit environment for motor vehicle
sales to where it was before the passage of SB 27 in 1997.

Bill Caton, Consumer Credit Commissioner, presented testimony which would change the bill to have retail
sales contracts on vehicles governed by the usuary limits provided on consumer loans in K.S.A. 16A rather
than recreating usuary limits for retail sales contracts on vehicles (Attachment 2).

George Barbee, KAFS, asked if it was really necessary to have regulation of deregulation. Would such
imposed legislation stifle sales?

The hearing was continued.

Continued Hearing on SB 462--Definition of terms in the Uniform Consumer Credit Code
Bill Caton, Consumer Credit Commissioner, explained that the bill would define origination fee and was
necessary in that some out of state finance companies are charging duplicate fees in loan origination charges.
He asked for two amendments to be added to the bill: Page 16, Line 16 change “or” to “and and on Line 14
add a colon after “exclusive of”.

Senator Feleciano moved for the adoption of the two amendments. Senator Praeger seconded the motion.
Motion carried. Senator Feleciano then moved that the bill be reported passed as amended. Motion was
seconded by Senator Praeger. Motion carried.

Continued Hearing on SB 463--Health Information Privacy Act
Chip Wheelen, Kansas Psychiatric Association, reported that his clients are concerned about protecting

privileged communications and the confidentiality of patient records (Attachment 3). This bill would transfer
ethical enforcement of confidentiality to insurance companies. Patients requiring psychotropic drugs many
times must be approved for this medication before it is allowed in HMO’s or private carriers. He offered an
amendment for Page 8, Line 21 to omit the words “medical examiner” and replace them with “coroner.”

Un]e5§ spcciﬁqal_ly noted, the individual remarks recorded herein have not been transcribed
verbatim. Individual remarks as reported herein have not been submitted to the individuals 1
appearing before the committee for editing or corrections.




CONTINUATION SHEET

MINUTES OF THE Senate Committee on Financial Institutions & Insurance, Room 529-§ Statehouse,
on February 12, 1998.

Callie Denton, Kansas Association of Health Plans, said that their opposition to the plan was based on their
reluctance to implement a state plan which likely will be in conflict with a federal law being developed at this
time (Attachment 4). Kassebaum-Kennedy requires action in this area by February 21, 2000. She also
handed out a confidentiality agreement that Health Net asks all employees to sign upon employment.

Dave Hanson, Kansas Insurance Association and the American Council of Like Insurance, requested that
decision making be delayed until the NAIC model is available (Attachment 5). The Insurance Commissioner
is Chair of the Health Committee and has been involved in the development of this model.

Teresa Sittenauer, State Farm, requested delaying action on this proposed legislation so Kansas does not have
to revisit the issue if a different model is finally adopted by NAIC (Attachment 6). There have been no
problems with lawsuits over leaking confidential material in State Farm. She did say that federal legislation in
this regard would be much easier for State Farm to deal with than attempting to work with each individual
state’s attempts to handle confidentiality issues. The problem of computer security would need to be
addressed also.

Bill Sneed, Health Insurance Associations of America, requested delaying action on this bill until a full cost
disclosure could be made (Attachment 7).

Michelle Peterson, representing PhRMA, shared her concerns about the bill including the areas of research and
the possibility of the adoption of a uniform set of rules at the national level (Attachment 8). Privacy is really
not addressed in this bill.

The meeting was adjourned at 10:00 a.m. The next meeting is scheduled for February 16, 1998.
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LEGISLATIVE
TESTIMONY

Kansas Chamber of Commerce and Industry

835 SW Topeka Blvd. Topeka, KS 66612-1671 (785) 357-6321 FAX (785) 357-4732 e-mail: kcci@kspress.com

SB 490 February 3, 1998

KANSAS CHAMBER OF COMMERCE AND INDUSTRY
Testimony Before the
Senate Committee on Financial Institutions & Insurance

by

Bud Grant
Vice President and General Manager

Mr. Chairman and members of the Committee:
My name is Bud Grant and | appear here today on behalf of the Kansas Retail Council, a

major division of the Kansas Chamber of Commerce and Industry. My comments are brief and in

~ support of SB 490.

The Kansas Chamber of Commerce and Industry (KCCI) is a statewide organization dedicated to the
promotion of economic growth and job creation within Kansas, and to the protection and support of
the private competitive enterprise system.

KCCl is comprised of more than 3,000 businesses which includes 200 local and regional chambers
of commerce and trade organizations which represent over 161,000 business men and women. The
organization represents both large and small employers in Kansas, with 47% of KCCl's members
having less than 25 employees, and 77% having less than 100 employees. KCCI receives no
government funding.

The KCCI Board of Directors establishes policies through the work of hundreds of the organization's
members who make up its various committees. These policies are the guiding principles of the
organization and translate into views such as those expressed here.

In 1997, this Committee and the full Legislature passed, and the Governor signed, SB 27.
The Kansas Retail Council had requested and strongly supported the bill. Its purpose was to
deregulate open and closed-end credit sales in Kansas. You will recall that 29 states had already
M jj“ s/
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tat. .ne same step, which was precipitated by federal action. National retailers with credit cent
in deregulated states were allowed to export deregulated rates into Kansas. The result was a two-
tiered system; national retailers unregulated, main street merchants regulated. Passage of SB 27
put all retailers under the same credit umbrella.

An unintended consequence, in my opinion, of SB 27, is what SB 490 addresses. When this
committee discussed deregulating retail credit, no one mentioned that automobile sales were
included...| didn't, financial institutions didn't, the automobile industry didn't. Mr. Caton has advised
me that when he and | diécussed the bill, he pointed this out to me...and | am confident he did. My
only explanation for not remembering this and bringing it to the Committee's attention, is that | was
not supporting the bill for the automobile dealers. They weren't competing in a market where their
competition was playing with rules different from theirs. | requested and supported the bill for your
small Kansas merchants to give them the same flexibility in the area of credit as their large
neighbors.

SB 490 returns the credit environment for motor vehicle sales to where it was before the
passage of SB 27. Because the competitive situation is not the same as for other merchants, and
because the industry has not expressed the need for deregulation, | urge your favorable

consideration of SB 490.
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KANSAS -

, OrricE oF CONSUMER CREDIT COMMISSIONER
Bill Graves Wm. E. Caton

Governor Commissioner

Recap of Testimony on Senate Bill 490
Bill Caton, Consumer Credit Commissioner
February 12, 1998

1 propose changing Senate Bill 490 to have retail sales contracts on vehicles to be governed
by the usury limits provided on consumer loans in K.S.A. 16a-2-401 rather than recreating usury
limits for retail sales contracts on vehicles. This proposal would allow credit grantors to charge 36%
on the first $780, 21% on $781 to $2,600 and 14.45% over $2,600 with an alternative blended rate
of 18% rather than reinstating retail sales contract usury limits which were 21% on the first $1,000
and 14.45% thereafter with an alternative blended rate of 18%. I believe this method of reinstating
the usury rates on vehicle retail sales contracts would be less confusing to the finance industry and
would provide somewhat higher interest rates on smaller size loans which would possibly address the
credit issues of high risk auto lending.

At your direction, I will provide suggested language to the Revisor of Statutes office.

L n I)
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Kan. /sychiatric Society
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Hutchinson

Sanford E. Pomerantz, M.D.
Treasurer
Topeka

Ronald L. Lacey, M.D.
Councillor |
Lawrence

Susan E. Farmer, M.D
Councillor [
Topeka

James L. Donley, M.D.
Councillor 111
Kansas City

Ronald L. Martin, M.D.
Assembly Represeniative

Wichita

George Dyck, M.D.

Dep. Assembly Representative

Wichita

Manuel P. Pardo, M.D.
Immediate Past President
Mission Hills

Staff

Charles Wheelen
Executive Director

Kansas Psychiatric Society
a district branch of the American Psychiatric Assaciation
623 SW 10th Avenue, Topeka, Kansas 66612-1627
(785)266-7173 o fax (785)235-5114
kps@cjnetworks.com

Testimony
to the _
Senate Financial Institutions and Insurance Committee
by Charles Wheelen
February 5, 1998

Thank you for the opportunity to express our support for SB463.
Physicians who specialize in the practice of psychiatry are particularly
concerned about protecting privileged communications and the
confidentiality of patient records.

The relationship between a patient and his or her physician is unique.
This relationship is so personal that the courts have determined that
communications exchanged in this relationship are privileged because
of our constitutional right to privacy. This is extremely important
when the patient is emotionally disturbed or has a mental illness. The
patient must be able to rely on the integrity of the psvchiatrist in order
to communicate openly and effectively.

Our members are held to the standards prescribed in The Principles of
Medical Ethics with Annotations Especially Applicable to Psychiatry.
This includes the general rule that “Psychiatric records, including even
the 1dentification of a person as a patient, must be protected with
extreme care. Confidentiality is essential to psychiatric treatment. This
1s based in part on the special nature of psychiatric therapy as well as

on the traditional ethical relationship between physician and patient.”

This ethical responsibility in regard to patient records creates a
dilemma when an insurer requests information about patient care. If
the patient is insured and wishes to receive his or her benefits, he or
she 1s often compelled to consent to the release of otherwise
privileged information. When such consent is granted by the patient,
the duty to protect the confidentiality of medical records should be
shifted from the psychiatrist to the insurer. That’s what SB463 does; it
transfers the responsibility to honor the patient’s privilege.

For the above reasons, we respectfully request that you recommend
passage of SB463. Thank you for considering our testimony.

»ff;/@cz,/%/
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Kansas Association
of Health Plans

Testimony before the _
Senate Financial Institutions and Insurance Committee
The Honorable Don Steffes, Chairman

Hearings on SB 463
February 5, 1998

The Kansas Association of Health Plans (KAHP) is a nonprofit corporation dedicated to
providing the public information on managed care health plans. Members of the KAHP are
Kansas licensed health maintenance organizations, preferred provider organizations, and
others who support managed care. KAHP members serve over 200,000 Kansans.

The Kansas Association of Health Plans opposes SB 463 relating to privacy of medical
records and confidentiality. Our opposition is not to the policy embodied by SB 463; rather,
KAHP members oppose implementing state law that could potentially conflict with
anticipated federal law. KAHP members urge legislators to forego action on this initiative
pending federal action.

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) requires the
establishment of federal statutory or regulatory law that roughly parallels the objectives of
SB 463. HIPAA requires that the new laws address the rights of an individual who is the
subject of individually identifiable health information; procedures for the exercise of such
privacy rights of such individuals; and the uses and disclosures of such information that
should be authorized or required. Under the provisions of HIPAA, federal law must be in
place no later than February 21, 2000. While the Kansas Legislature is not preempted by
HIPAA from acting in the interim, the ultimate result of separate federal and state laws is
dual regulation and complicated compliance. This situation is made more difficult by the fact
that many Kansas health plans operate in the bi-state area in Kansas City.

Currently, HMOs must comply with federal and state laws regarding privacy of medical
records. In addition, industry standards exist for the protection of confidentiality and privacy.
The National Committee on Quality Assurance (NCQA) requires that accredited health plans
have procedures in place for protecting the confidentiality of member materials. Plans are
also expected to monitor the confidentiality practices of network physicians. These same

Callie Jill Denton
Executive Director

800 SW Jackson, Suite 1120
Topeka, Kansas 66612
785-235-2020

785-235-2121 FAX
callie@cjnetwarks.com
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expectations are part of the Health Care Financing Administration’s (HCFA) contracts with
health plans who have Medicare HMOs. Because of these requirements and the industry’s
recognition of the importance of confidentiality, health plans have established internal
policies and procedures for dealing with the confidentiality of medical records. KAHP
member HMOs and PPOs are very sensitive to the privacy concerns of consumers and are
actively implementing procedures that ensure privacy of medical records in anticipation of
the new federal requirements.

As we understand it, SB 463 is a National Association of Insurance Commissioners (NAIC)
draft act which has not yet been finalized by that national body. The NAIC draft is still
undergoing review and is still subject to comment from interested parties. Again, the KAHP
would like to emphasize that our opposition to SB 463 is not based on the policy of the bill
but its timing. Uniformity of laws concerning confidentiality and privacy of medical records
would be circumvented by proceeding with the enactment of SB 463 prior to the
establishment of federal law.

The Kansas Association of Health Plans respectfully requests that the Senate Financial
Institutions and Insurance Committee forego action on the initiative embodied in SB 463
pending federal action.

Callie Jill Denton
Executive Director

800 SW Jackson, Suite 1120
Topeka, Kansas 66612
785-235-2020

785-235-2121 FAX
callie@cjnetworks.com
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CONFIDENTIALITY AGREEMENT

As a HealthNet employee, [ understand that [ may acquire or become aware of sensitive or
confidential information during the course of my employment. “Confidential information”
includes but is not limited to information which is not generally known about HealthNet or its
business, including information about its products, projects, developmental or experimental work,
computer programs, databases, know-how, processes, formulas, customers, providers, business
associates, business plans, finances, medical records, personnel, and information obtained from
third parties.

I also understand that, because HealthNet is a managed health care plan, employees who elect
coverage under the HealthNet employee group health plan or any other HealthNet plan will be
members of one of HealthNet’s managed care programs. I understand that, if I elect coverage with
HealthNet, my claims may be processed by HealthNet, and I will be subject to the same terms and
conditions of coverage as other members in similarly situated HealthNet plans, which may involve
the submission of medical information to HealthNet in keeping with the policies and procedures
established by the plan.

In keeping with HealthNet’s Confidentiality Policy, which governs the release of confidential
information:

o I agree not to disclose confidential information to any outside party unless the disclosure is
made within the regular scope of my employment duties and is within my authority to disclose
and 1s in conformance with health plan policies in effect at the time of disclosure.

e [ agree to make every effort to make appropriate use of materials which maximize
confidentiality of documents, such as confidential interoffice envelopes, fax cover sheets with
confidentiality clauses, and “confidential” stamps. I further agree not to review confidential
documents as soon as I become aware that they are confidential and to ensure that they are
immediately sent to their intended recipients.

e I understand that sharing or discussing certain kinds of sensitive information about other
employees could possibly constitute a violation of HealthNet’s Harassment Policy or may
otherwise be deemed to be a disciplinary issue, depending upon the specific circumstances and
the nature of the sensitive information.

e [l agree to treat medical information relating to HealthNet employees as strictly confidential and
to handle such information only as authorized and in accordance with Company policy. I
further agree to disclose such information only as authorized.

o T understand and agree that unauthorized inquiries or discussions relating to medical
information obtained by HealthNet, whether about employees or about other HealthNet
members, is strictly prohibited, whether on or off HealthNet’s premises.

o T understand and agree that my own medical information is regarded as confidential by the
Company and should be disclosed only to Human Resources when necessary to verify
eligibility for benefits, to support leave of absence requests, and/or to support requests for
accommodation. Such information must be disclosed to Human Resources in the manner
required by Company policy and not to supervisors or other members of management (other

Page 1 of 2 (OVER)
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Confidentiality Agreement
Page 2 of 2

than references to illness, etc., when reporting absence). I understand that, if I share my own
medical information with co-workers, such disclosure may severely compromise the ability of
the Company to maintain the privacy of my medical issues. I understand that information
shared between providers and health plan staff in accordance with health plan requirements is
not shared with Human Resources and does not constitute notification to them of the need for
absence, leave, accommodation or benefits.

e [ understand that, depending upon the circumstances of the violation, the Company may pursue
disciplinary action, up to and including termination, for non-compliance with the
Confidentiality Policy or with this Agreement.

Employee (Print Name) Employee Signature

Date



wavid A. Hanson

Kansas Insurance Associations
Topeka, Kansas

(785) 232-0545

TESTIMONY ON SB 463

TQ:  Senate Financial Institutions and Insurance Committee
State Capitol
Topeka, Kansas

RE:  Senate Bill No. 463

Mr. Chairman and Members of the Committee:

Thank you for this opportunity to present information on behalf of the Kansas
Association of Property and Casualty Insurance Companies and the Kansas Life Insurance
Association, whose members are domestic insurance companies in Kansas, and also on behalf of the
National Association of Independent Insurers, a national trade association representing over 560
property and casualty insurance companies across the country.

I have talked with a number of companies that expressed strong concern with the
provisions of Senate Bill 463. We believe that insurance companies in Kansas genuinely try to
protect their policyholders and respect their right to privacy by trying to protect personal information
about the policyholders. We are not aware of problems where confidential health information has
been inappropriately disclosed in Kansas. We understand that the NAIC has been working on
proposed model provisions in this area, although that work is not yet complete. We also understand
the federal government is looking at this issue and this legislation may therefore be premature.

We appreciate Commissioner Sebelius’ concerns and her work with the NAIC to try
to develop a model that will provide reasonable safeguards for all of the parties involved in this issue.
We would encourage you to wait until the work that is already underway at the NAIC has been
completed.

I have also submitted copies of written testimony from the American Council of Life
Insurance, Senior Counsel Jim Hall, who was not able to be present for the hearing today. That
testimony reflects many of the same concerns that a number of companies have expressed and
without repeating them all here, we would urge your consideration of those specific concerns as well.

We therefore believe that this bill should not be passed at this time. Thank you.
Respectfully,

AT w

DAVID A. HANSON
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American Courecil of Life Insyrance

February 4, 1998

The Honorable Don Steffes

Chair '

Senate Committes on Financial Institutions and Insurance
State Capitol

Topeka, K8

Re: Senate Rill 463
Dear Chairman and Members of the Commitiee:

T am writing on behalf of the American Council of Life Ipsurance whose 532 member
companies hold 88.7 percent of the legal resetve life insurance in force in the United States.
We have 402 member companies licensed in Kansas holding approximately 90.7 petcent of the
life insurance in force in the state. Thank you for the opportuiity to comment on Senate Bill 463,

The American Council of Life Insurance (ACLI) opposes enactment of Senate Bill 463,
Qur opposition is based on the fact that the bill is a version of the as yet unfinished draft revision
to the NAIC Model Health Privacy Act. We see no reason to for Kansas to move ahead of both
the NAIC and other states by enacting an unfinished draft. Indeed, the drafting process is still so
much underway that Senate Bill 463 does not even reflect the most recent version of the drafi.
For the Commitiee’s benefit I am enclosing the most recent version of the Model draft with the
Chairman’s copy of this letter.

While we do not suggest that Kansas must automatically adopt NAIC Models, we would
strongly suggest that it would be more prudent to at least wait until the regulators and industry
representatives drafting the Model have completed that document before Kansas considers
whether to enact it.

We wish to state that the ACLI strongly supports enactment of the NAIC Insusance
Information and Privacy Protection Model Act. Kansas has already enacted a portion of this
Muodel, found at K.8.A, 40-2,111 through 40-2,113, This Mode] is currently the law in sixteen
jurisdictions.

If Kansas insists on going ahead with consideration of this not yet final version of the
draft Model, we have 2 number of comments regarding Senate Bill 463:

1001 PENNSYLVANIA AVENUE, MW,
WASHINGTON, D.C. 200042595
202/624-2000

FAGSIMILE 202/624.2319 J-;q. -2,
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The Honorable Don Steffes
February 4, 1998
Page 2

Section 2 (1): We ask that the definition of “Protected health information” be amended to
reflect an exception or exclusion for demographic information. Names and addresses are
not generally considered health information.

section 3(a)(2): We ask that this section be deleted. We believe that periodic training of
all employees who handle protected health information is unnecessary. Written
notification of information practices to appropriate employees should be sufficient,

Section 3 (b)(1)&(2):We ask for deletion of these two sections. The draft’s requirements
on insurers alone are significant. It is inappropriate and impractical to additionally hold
insurers responsible for the actions of third parties. Insurers may contract with literal ly
hundreds of third parties in various capacities. It would be extremely burdensome to
require insurers to audit these third parties. Conducting random audits requires the
insurer to act as a policeman when in many circumstances they may have no legal right to
do so. For example, how can an ingurer conduct a “random audit™ of a contracted lab if
the lab’s own internal seewrity procedures do not allow non-lab employees beyond the
lab’s reception area? -

Section 4(a): The requiremment that insurers file their information practices with the
commmissioner creates au added burden and also raises proprietary issues. A preferable
alternative would be to have insurers certify to the comumissioner that they have specified
practices and procedures in place. This can then be verified durting a market conduct
exam. This alternative would permit insurers to maintain their practices in a confidential
Ildnner.

Section 4(a)(5): We ask for deletion of the requirement that insurers inform covered
persons of a right to a copy of the insurer’s internal confidentiality procedures. In
addition to the fact that it is not standard practice to grant covered persons a right to
copies of the internal corporate procedures of an insurer, the information in this case
could include not only printed matter but cornputer code as well. This would be of little
value to an insured. In addition, as stated above this access raises proprietary issues.

Section 7(c): We ask that this requirement be modified with raspect to agents and
independent contractors. There are many routine disclosures made to agents and
contractors. To create a written record of each one would impose a tremendous burden
with little discernable benefit.

Section 7 (d): This section requires that disclosed protected health information be used
solely for the lawful purpose for which it was disclosed. That means information
collected for underwriting purposes cannot be used for any future purposes such as claims
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The Honorable Don Steffes
February 4, 1998
Page 3

ar fraud investigation. Clearly, such a restriction unrealistically strict and does not take
into account standard and accepted insurer business practices,

Section 9: The draft offers disclosure authorization exceptions for many situations in
which insurers disclose health information in the ordinary course of business but two
have been overlooked here; 1) disclosure to other insurers as a patt of the sale of a block
of business or as a part of the purchase of one insurer by another; and 2) disclosure to the
insurer’s own outside legal counsel, for example in the course of preparing a defense to a
lawsuit. We would ask for the bill to incorporate these additional instances where
insurers should be allowed to disclose health information to third parties without
obtaining authorization from the covered person.

ACLI recognizes that applications of technology, including the evolution of electronic
medical data, have increased society’s concern with respect to protections afforded health
information. We submit that life insurers have a long-standing history of safeguarding the
confidential information of their policyowners and account holders. Life ipsurers have no
intention or incentive to discontinue that safeguarding.

We urge the Committee not to favorably recommend Senate Bill 463 for passage. In
addition to the bill’s numerous flaws listed above, this bill would be an enactment of what is at
this time an unfinished and unadopted NAIC Model law. 1t is almost certain that interested
parties would end up returning to this legislature in a fiture session to seek amendments that
would reflect the final, adopted version of the Model law. In addition, the federal government is
also examining this same area of health information privacy and may pass legislation as well.
Given these facts we feel it is premature for Kansas to enact this bill into law and we urge the
Committee to at Jeast allow the regulators and industry representatives drafting the new NAIC
Protected Health Information Model Act to finish their work before Kansas considers whether to
enact the new Model.

Thank you for the opportunity to comment on Senate Bill 463,

Very truly yours,

ames D. Hall
Senior Counsel

Enclosure
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cc: John Atchley
Jerry Banaka
Drave Hanson
Mark Heitz
Roger Viola
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| PAGE 85
173098 TFR1 13:0§5 FAY 202 524 8579 NAIC
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Draft: 1/30/98

The NAIC solieits comments on this drefi. Underlining and overstrikes show changes from the
11/23/97 draft. Comments should be addressed to Jenanifer Coole, NAIC, 444 North Capitol St
Snite 701, Washington, D.C, 20001-1512.

HEALTH INFORMATION PIVACY MODEL ACT
Table of Contenis

Section L. Title

Section 2. Purpose

Section 3. Definitions

Section 4. Applicability and Scope

Section 5.  Meintesence—sf Health Information——Cesfidentiality Pahmes, Stanc_l@s and
Procedures

Section 6.  Nutice of Confidentinhty—Rractices Heaith Information Policies, Sian
Procedures

Section 7.  Coversd Person’s o Applicant’s Right to Have Access to Healih Information

Section &. Coversd Person’s Right to Amend Health Information _

Bection 9. Collection, Use or Disclosure of Protected Health Information: Generally

Section 10, Authorization for Collection, Use or Disclosure of Protected Health Information

Section 11, Disclosure of Protected Health Information Without Authorization

Section 12, Disclosure of Protected Health Information Pursuant to Legal Process

Section 13.  Uneuthorized Collection, Use or Disclesure of Protected Health Infonmation

Section 14.  Rights of Minors '

Section 15.  Representative of Decessed Individual

Section 16.  Sanctions

Section 17.  Regulations

Section 18.  Scparability

Saetion 19, Effective Date

A

Sectiop 1. Title
This Act may be known and shail be cited as the Health Information Privacy Act.
Sertion 2.  Purpose

The purpose of this Act is to provent-the—_sgt _gtandards to protect he _m_miqﬂn__gﬁ_u__
umauthorized collection, spauthesized-use of_and enaushenzed disclosure ef-proteste

@NAKC 1997
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isfomnation—ad-to-require-the-ostabidsheentof- by requiring insuranes cariers to establ sh
procedures for the treatment of all health information by-insurance-carriers:

Section 3, Definitions

A “Carrier” or “insurance carrier” means &

corporation, a he intenance orpenizatio ipl lover welf

ent or 8 worker's compensation self-insurer, ier include a
on-nisk-bearing regulsted insurapce enmity, such as a producer. agen
administrator,

Drafting Note: Insupence Departrents may want to extend the application of this Act to other
organizations tegulated by the commissioner that may collect, use or disclose protected health
informstion, such a¢ third party adminisiraiors.

B, “Commissioner” means the insurance commissioner of this state.

Drafting Noie: Use the tile of the chiel inswance reguiatory official wherever the term
“pommissioner” appears. 1f the jurisdiction of certain health carriers, such as health maintemance
organizations, lies with some state agency other than the insurance departiment, or if thers is dual
repulation, a state should add languege referemcing that agency te ensure the appropriate
goordination of responsilnlities,

5 “Covered person” mesns a policyholder, subscriber, etirollee, bcneﬂciary,
- certificate holder or other persen covered by a policy, confract or agreement of
T insurance issued by a carrier.

D.  “Disclose” means to release, transfer, gméde—aeeéeﬁ—&e;—t}r otherwise divulge

protected health information to any persun other than ;g_rhe individual who is the
snbjes:t of the information. tepmmeladess GO protecied

© NAIC 1997 2
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“Facility” means an institution providing health care services or a heaith care
setting, including but not limited to hospitals and other licensed inpatient centers,
ambulatory surgical or wreatment centers, skilled nursing centers, residential
treatment centers, diagnostic, laboratory and imaging cemers, and rehabilitation
and other therapeutic health sextings,

“*Health care™ means:

(1)  Preventive, disgnostic; therapeutic, rtehabilitative, maintenance, or
palliative care, services, procedures or counseling, including appropriate
assistance with disease or symptom mapagement and maintenance, that:

(8)  AHects the physical~s¢ mental_or behaviora]l condition of an
individual, mcludmg individuel cells or their cumpnnemsm
inchides genetic information and the resy eneti P or

(b)  Affects the structure or function of the human body or any part of
the human body, including the banking of blood, sperm. organs, or
any other tissue; and

(2)  Preacribing, dispensing, or furnishing to an individual drugs or biologicals,
ot medical devices gr health care eguipment and supplies.

“Health care professional” means a physician or other heaith care practitioner
licensed, sccrediied or certified to perform specified health services consistent
with state law. '

“Health care provider” or “provider” means a health care professional or facility.

“Health information™ means, with respect to the individual who is the subject of
the information, any information or dats, whether oral.or recorded in any form or
medium, and personal facts or information about events or relationships disclosed
by the individusl, a member of the individusl’s family, or an authorized
representative of such jndividual. that relates wo:

(1) The past, presem or future physical—e+ mental_or bebavioral health or
. condition of an individusl_or a member of the individual’s family,

g
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including individual cells and their components and_wiich mcludes
genetic information and the results of genetic tests;

(2)  The provision of healih care to an individuel; or

(3)  The payment for the provision of health care to an individual.

h 3 “Person” means an individual, 8 corporation, a partnership, an association, a joint
venture, a joint stock company, 2 Trust, ep unincorporsted organization, any
similar entity or any combination of the foregoing.

K. “Protected health information” means health ipformation:
(1) That identifics an individual who is the subjec ¢ information; or

(Z)  With respect 1o which there is a reasonable basis to belicve that the
information could be used to identify an individual.

L. “Unauthorized” means s use or disclosure of protected health inforination made
by a carrier without the suthorization of the subject of that information or that is
not in complisnce with this Act oz other Isgal requirements.

Section 4. Applicability and Scope

This Act applies to all insurance carriers and governs the weairnent ma nagement of health
information. including the collection, use, and disclosure of protected health informaticn by
insurance capriers. An insurance carrier shall require that all persons acting on behalf of or at the
direction of the cartier comply with the terms and conditions of this Act.

Section 5. Meintenanes o Health Informations-Confidentiality Policies, Stapdards and
Proceduras §

A, A carrier shall dcvelfap and unplamam m pohmes stands:ds and pmcedurcs

©MAIC 1997 4
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SHORF inined c—capaer_by only those persons who need to
ow the health | tioni 1p perfo ir jobs:

(2)  PeriodicAporopriate training for all employees-whe-have-neeess-te-health

(3)  Disciplinery measures for violations of the confidentiality health
information procedures;

(4) Ideﬂﬁﬁcatmn —by Ihg iob titles and job descnpm}ns e&%&ese—p-s%ﬂeﬁ&
: - 3 seten—that are

guth ized to- dxsx;lme, pm!.ectcd heahh mfermauon,—aaé

{5) Methods for handlmg, dxsc]osmg, smrmg and disposmg of health

{6

compli Wﬂh this Agt and force its policies an c; res,

B. ier shall file the heslth informatio licies, stand and procedures
' deveinped pursuant to Section 5 with the Commission

C. contracinal ept between s carrier and a wherg_the
tansmission of health information may oceur A a carriet shail:

(1)  Include a provision that Wmmmphm with the carﬂsr g
aanﬁdmﬂahﬁt baai'ih lgﬁ ;mg tign pmcedures and all the prawsmns of thxs

(2) Infonm the person of its obligstion 1o_gomply with state and federal
statutory and regulatory requirements.

3

3

© NAIC 1997
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manner sufficient for the carrier to determine compliance with this Act and
to enforce its ewa policies and procedures.

carl | have policies and procedures to S5 A merson’s noncomph
ith the tenms of the contract betwe alrer the persop re ing the
Emission o 1th info

Notice of Confidentialip: ees_Health Information Policles Standards
and Procedures |

A& carrier shall file 8 wyitten notice of its health information policies, standards and
procedures developed pursuant to Sectipn 5 #s-senfidentislity-poticerpekioics-and

preﬂeéafea with th: commwswner and pmwde ;chg ngnce upcm request to &

(1)  The uses and disclosures of protected health mfeﬁaﬁnn sufherized-under
prohibited by this Act;

(3}  The procedures for authorizing and limiting disclosures of protected health
information and for revoking authorizations;

{4)  The procedurss sstablished by the catrier fot the exereise—afs-covered
personasakis to veview and amend protected health information; and

{(8) The right of a covered person to obtain a.copy of the camier’s

confidemtialityhealth information policies, siandards and procedures.

develo ursusnt {0 ion 5.

Covered Person’s gr Applicant’s Right to Have Acoess to Health: Information

A covered person oF 3n abplicast who has been denied coverage has the right '*g

gxamine or receive a cony of health in tion relating to that coverad per
applicant that is i the possessi control of T
&

@

b=
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B. A-sarriershel-sNo later than twenty (20) working days aﬁf,r receipt of a writien
request_for health infonnatiun from & coversd person AENAC O fessive 250D
of-the-requesier s-noalth-infonmationmainteined by-the easrier or ay applicant who

has been denied coverage, a carrier §hal

{1} Provide a copy of the information requested to the covered person_of

apolicagt or_if providing a copy i3 {mpracticabls, permit the coverad
person or applicant to examiae the information during regular business
hours;

{Z)  Motify the covered person_or applicant that the carrier does not have the
information and, if known, inform the coversd person_ot applicant of the
name and address of the person who has the information requested or, if
the carrier will be obtaining access to the requested information, when the
information will-is expected 1o be available to the covered person o
applicant;

(3)  Deny the request in whole or in part if the carxier detmmmcs any of the
following: -

(a)  Knowledge of the infonmation would reasonably be expected to
identify a2 confidential source who provided the information in
conjunction - with a lawfully conducted investigation, law
enforcement investigation, of court praceeding; F

(b)  The informetion was esested-setely compiled in preparation for
litigation, law enforcement o fraud imvestigation, quahty ASSUIANCE
OT pesr Teview purposes;

{c) e_information is th k carrier, which would

include but not be limited to interprétation, mental impressjons,
instructions and other original product of the insurer. its emplovees

and agents: or
{d {laimant has filed guit aeainst the ¢

B.  If a request w0 examine or copy health information is denied in whole or in part
under this section, the carrier shall notify the covered person_or applicant of the
deeision reasons for the denial in writing.

DNAIC 1967 7
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méméaal—fehm&camer is not reqmrcd to create 3 new racord oOr rcfonnulaze an
existing record ip order o meet e 3 request for information.

D. The carzier may charge a reasonable fec for providing the health care informatien
requested and shall provide a detailed bill accounting for the charges, No charge
shall be made for reproduction of health care information requested for the
puipost of supporting a claim, supporiing an appeal or accessing any federal or
state sponsored or operated health benefits program.

Section 8. Covered Person’s Right to Amend Health Informaiion

A. A covered person may request in writing that a carrier amend the covered person’s
heaith infunmtmn w correct any inaccuracies, as long as the amsndmem does not

glcdrgal gmfegg;gqgl or dclcte. €rase oF oblrterate any cf thf. cmgmal mtormatmn

B. Within thirty (30) working days after receipt of 2 written request from a covered
person to amend health information, a carrier shall do one of the following:

(1)  Amend the information as gequesied, amend apy errors documented, or act
1o verify the accuracy of information identified az crroneous by the
coversd person; or

(2}  Notify the covered person that the request has been denied, the reason for
the denial; and that the covered person may:

(2) Seek an amendment of the records medical professi ho
created the record in question. The carrier, inchude the med;

professional’s name and address: or.
(b)  File a concise statement of what the covered person believes to be
- the cogrect informstion and the reasons why the covered person
. disagrees with the denial. The carrier shall retain this statement
filed by the covered person in the bealth information,

C 1 the carrier smends the information as requested pursuant to Subsection B(1), the
carrier shall furnish the amendment to:

DNALC 1589 3
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(1) A person specifically designated by the covered person who may have,
within the preceding two (2) years, received the recorded personal
information; ‘

(Z)  An omgenization whose primary source of persopal information is
insurance carriers, 8¢ long as the organization has systematically received
recorded personal information from the nsurance carvier within the
preceding seven (7) years. However, the amendment pesd not be
furnished if the organization no longer maintains health information about
the covered persen;

(3)  Any organization that furnished the health information that was amended
pursnant to Subsection B(1).

D. if the covered person files a statement pursuent to Subsection B(2)(b), the
insurance carrigr shall:

(1) , Clearly idemify the matter or matters in disputs and include the statement
in any subseguent disclosure of the health information; and

10 thcmb 2 medical professional.

Seetion 9:  Collection, Use or Disclosure of Protected Health Information: Generally

A. A gmlcr shall goi cnllgc;, ;;gg g; ggsc:iosa Pprotected health mfonnatmn shall-net

mpt as permitied under this Act, or

QONAIC 19T ' &
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C. mmer shall not disclose protected th_information if a_covered person
cle indicates that discl gerain_individual of that
information counld jeopardize the sgfk he covered person.

D. (L camer shall not diso otected ipformation _copcernin

sepsitive health smlces, including those related to reproductive health,
BD3 ed_dige ibstance abuse and behavioral health to a
1 0 caruﬁ a cholder whcn requested by the cov r
who ki iv ceive these services,
{2)
(3)  The provisions of this gubsection take precedence gver any state law to the
contrary.,

E A carsier shall creats a record of ell disclosures made to any parsont Who ig not ap

employee of the carrier. The record shall include the following:
1) The names and address aaéi spstimsttenal-afflistion—ifany; location of
the pman to whom the mformation is disclosed, If disclossd to an .
in 8 copiact person § mad;
(2)  The date and purpose of the disclosure;
(3) A description of the information disclosed; and
- . (4) . The authorization or release form allowing the receipt o disclosurs of the
x ‘ information.

F, ' A person te-whomwho receives protected bealth information is-disslosed from the
carpier shall not use the information for apy purpose other than the lawful purpose
for which it was disclosed.

| NAIC 1997 10
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Section 19,

©NAIC 1997

Authovization for Collection, Use or Disclosure of Protected Heaith
Information

A carrier shall not collect, use or disclose protected health information without a
valid authorization by the covered person, applicant or claimant who is the subject
of the information, except a8 penmitted by Section 11 of this Act or as permitied
or required by law or court order. A covered person, appligant or claimant may
provide specific authorization for the collection, use or disclosurs of thar covered
perscn’s, applicant’s or claimant’s protected health information for any purpose,
provided that the authorization meets the requirements of this section.

A carrier shall retain 2 covered person’s_applicant’s or claimant’s authosization
in the covered person’s, epplicant’s or claimant’s record.

- An, authorization shall be valid if it is in writing or in electronic form and contains

all the following:
{1}  The identity of the individual who is the suﬁjmt of the information;

{2) A detailed description of the protected health mformaum to be cnllected
used or disclosed;

(3)  The name and sddress of the person from whom the information is 1o be
cellected or to whom the information is to be disclosed, except that an
authorization provided to a carrier 1o suppott payment of = clain or benefit
may generally describe the sources from which information will be
oollected o to whom mfnrfnanon will be disclosed for ciaim settlement or

11

Ll
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()  The purpose of the authorization, including the intended use of the
information, and the scope of any disclosures that may be mads in carrying
out the purpose for which the authorization is requested, provided those
disclosures are not otherwise prohibited by law. If the purpose of the
disclosure is for the marketing of services or goods, or for othay
commercial gain, the request for authorization for disclosure shall be made
separately from any other request for authorization and shall be limited to
that purpose only. The purpose of the disclosure shall appear as a separale
paragraph in bald type no smaller than twelve 12 point. The purpose shall
be stated in clear and simple terms;

(*)  The signature of the covered perzon, applicant or claimant snd the date
signed, or, if in electronic form, 2 unique identifier of the covered person,
apphicagt ot claimant and the date on which the covered peraoT, applicant
or clairant suthenticated the elestronic authorization; and -

(8) A statement that the covered person_anplicant or claimant may revoke the
authorization. at any time, subject to the rights of any person who that
acted w reliance on the authorization prior to revocation.

- D. An authorization shall specify a length of time for which the awthorization shall
remain valid, which in no event shall be for more than rwelve (12) months, except
an authorizetion signed for one of the following purposes:

(1) To support payment of benefits under an insurance policy, in which event
the authorization shall remain valid during the entire term of the policy;

(2)  To suppor claims for benefits or compensation, in which evem the
authorization shall remain valid during the pendency of the claim;

(3)  To support an application for, as-insurance pelieys-a reinstatement of-a
peliey, or 8 change in benefits under ap-existi life insurance policy, in

which event the authorization shall cxpire in fwesty-fous thinty (2430)
- months or whenever the application is denied, whichever oocurs first; or

{(4)  To support or facilitate ongoing fnanagement of & chronic condition or
illnese or rehabilitatien from an injury.

E. A covered person, applicant or claimant may revoke an authorization at any time,

subject 1o the rights of any person who acted jn reliance on the authorization prior

DNAIC 1997 12
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to.totice of tevocation. A revocation of an authorization shall be valid if it is in
writing ot {p electronic form and is dated and avthenticated as required under
Subsection C(5) of this section. A revocation of an euthorization shall be retained
by the carrier in the covered person’s, applicant’s or claimant’s record. A carrier

shall give promapt notice of the revocation to all persons relyving oo the initia]

authotization,

A carrier that has collected protected health information pursuant to a valid
authorization in accordance with this Act, may vse and disclose the information to
cmployees and persons acting on behalf of or at the direction of the carrier for the
performance of insurance functions such s claims adjustment and manggement,
fiand investigation. underwriting, loss control or reinsurance. The information
shall not be used or disclosed for any purpose other than in the performance of the
carTier's insuratice functions. '

¥,

information.

An authorization 1o disclose protected health information pursuaut to this Act or a
production of protected health information pursuant to a court order shall not be
construed to constitute a covered person’s or claimant’s waiver of any other
privacy right provided by other federal or state laws, common law, or rules of
gvidence. -

Disclosure of Protected Health Information Without Auwthorization

General Rules

(1) A camier may disclose ‘or use protected health information without the
authorization of the covered person or claimant in the following
gireunstances of a8 otherwise permitted by law:

(@)  Toconduct a scientific research project, provided that the project;

()  Contains adequate safeguards to assure that information in

A1

& report of the research project does not identify, directly or |

indirectly through referemce fo - publicly available
information, the individual subject of the information; and

13

S-18



. B2/84/1998 13:15 2825242139 PAGE 18
730/98 FRI 18:11 FAX 202 824 8579

NAIC wyr

@i}  Does not require direct contact with the covered peison or
claimant who is the subject of the information unless that
covered person or claimant has been notified by the carrier
that contact is possible and the covered person or claimant
has authorized the contact;

Naote to working group: Resesvch Janguage is heing developed by Steve Kappel from Vermont.

(b)  Between insurance carriers, provided that the carriers are adjusting
or settling related claims and that both sve using protected health

information 10 investigate, evaluate, and settle claims pursnant 10 2
valid authorization or court order;

{¢) To the extent necessary to investigate, evaluate, settle, or obtain
reinsurance for third party claims, provided that the cleimant is the
subject of the protected health information and the information is

used for no other purpose without persenal authorization or
statutory permission.

(2) A camier shall disclose protected health information n any of the
following circumnstances:

(@)  The disclosurs is to fedetal, state or local gbvernm&mal authorities
* to the extent the carrier disclosing the information is tequired by
1aw to report protected health information;

()  The disclosure is to federsl or state governmental authorities for
use only in the lawful ipvestigation or prosecution of insuracce
frand, 2 violation of laws relating 10 the provision of heaith care or

the payment for health care or a violation of this Act. Information

] disclosed by a carrier pursuant to this paragraph may not be used W
any administrative, civil or criminal sction or investigation direcied

appinst the individual who is the subject of the information, unless

- | the action or mvestigation invalves the subjest of the information
= ' and arises from the provision of health care or payment for health
- carz and related benefits,

{©)  The disclosure is based on a ressonable belief that the information
is needed for one of the following purposes:

DNAIC 1997 14
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(i To identify & deceased individual;

(i)  To determine tbe cause and manner of death by a chief
medical examiner or the medical examiner's designee; or

(i)  To provide necessary protected health information sbout a
deceased individual who is a donor of an anatomical gift.

(d)  The disclosure is to state or federal govemmental anthorities for
the purpose of performing a financial audit, quality assursnce
review or wiilization review.

(e)  The disclosure is pursuant 10 a court order issued after the court’s
determination that the public interest in disclosure cutweighs the
individual's privacy interest apd thet the information is not
teasonably availsble by other means.

(3) A disclosure of heaith cere information made pursuant to this section shall
not be construed to be or ta operate as a waiver of the individual's
confidentiality rights provided by other federal or state laws, rules of
evidence or common law. '

B. Rules Relating to Health Insurance Camiers

(1) A health carrier may disclose protected health information without the
authorization of the covered person iv the following circumstances or as
otherwise permitted by law:

(a)  To a heslth care provider employed by the camier who is fumishing
health care to the covered person or to 8 referring health care
provider who contimes to fumish health care to the covered person
if the informstion is necessary to provide apprepriste; ongoing
health care treatmant, and if the disclosure has not been Limited or
prohibited by the covered person;

(¢}  To a person acting on behalf of ar at the direction of the camier 10
perform insurance functions, such as risk management, quality
assurance, utilization review and peer roview - activities, and
activities that support the processing and payment of health
insurance claims; ' ' '

O NAK 1907 15
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{(¢)  To reveal a covered person’s presence in 8 facility owned by the
carmier and the covered person’s general health condition, provided
that the disclosure is limited 1o directory information, unless the
covered person has restricted that disclosure or the disclosure is
otherwise prohibited by law. For the purposes of this paragraph,
dirsctory information means information about the presence or
general health condition of a particular covered person who is an
inpatient or is receiving emergency heaith care in a healh care
facility, General health condition means the covered person’s
general health condition or status described as “critical,” “poor,”
“fair,” “good,” “excellent,” or in terms thal depote similar
conditions; and

{d) To a person engaged in peer review, utilization review or the

' assessment, evahiation or investigation of the quelity of health care
furnished by a provider pursuant to statwtory or regulatory
standards or the requirements of & private or public program
authorized 1o provide for the payment of health care.

€. Special Rules for Workers® Compensation Insurance Carricrs

{1) A workers’ compensation carrier may collsct or disclose protected health
information without the authorizstion of the individual who 18 the subject
of the information in the following circumstances or as otherwise
permitted by law:

{a)  Whete the information to be collected or disclosed is necessary or
incidental 1o the performance of the workers’ compensation
‘carrier’s obligations under any workers’ compensation or related
law or confract.

D,  Special Rules for Reinsurance Carriers
- {1} A reinsurance casrier may disclose protected health information without
the authorization of the covered person of claimant in the following

circumstances or ag stherwise permitted by law:

(@)  toareinsurer for the purgﬁoac of underwriting;

BNAIC 1997 16
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(b) 0= reinsurer for the purpose of conducting claim file audits.
Section 12.  Disclosure of Protected Health {nformation Pursaant to Legal Procesy:
A carrier shall make a good faith effort 1o notify the covered person or claimant who is the
subject of protected health information prior to disclosure pursuant to legal process, including a
* court order, subpoena, subpoens duces tecum or a discovery request, unless otherwise ordered by
the court, A carrier or the coverad person or claimam who is the subject of protected health
mfnn:natwn, or both, may object to disclosure under this section by filing an ah;ecnon or a
request for a protective order, or both, in the appropriste forum.
Sectlon 13:  Unauthorized CTeolleciion, Use or Disclosure of Protected Health informaiion
A. An unauthorized collection, use or disclosurs of protected heahth information tya
carrier is prohibited and subject to the penalties set forth in Section 16. An
unauthorized ¢ollection, wse or disclosure includes, but is not limited to:

{1)  Unauthorized publication of protected health information;

(2)  Unauthorized collection, use or disclosure of protected ‘health information
for personal or professional gain, including unauthorized health research;

{3)  Unauthorized sale of protected health information;

{4}  Unauthorized manipulatipn aof coded or encrypted health information that
reveals protected health information;

(8)  Usc of deception, fraud, or threat to procure authorization to collset, use or
disclose protected health information; and

(6)  Negligent or intentional failure to comply with a r_equimrﬁem of this Act.
Section 14.  Rights of Minors
A.  Notwithstanding Section 10C(5), a minor who may lawfully consent 10 health case
without the consent of a parent or legal guardian may exclusively exercise rights

granted under this Act regarding information pertaining to the health care to
which the minor has lawfully consented.

CNAIC 1997 ‘ 17
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B. With_resvect to minors who lawiully consent to health care without
consent of & parent ] rdian. a icr shall not disclose olicyhol

or_certificateholder any prote health information related to amy health care

service to which_the minor has consented withowt the mingr’s authorization.

egarding the mailing of info ion | ing a bill or explanation of benefits
the catrier shell obtain from the minor an address 1o which the information should
sent and shal i1 the informpation that address,

Drafﬁgg Note: The sge of consent and the health carg services to which a 'ng maz consent

depending on state law  Heglth care services 1
mcluda those relating to reproductive heal ices. sexually tranamitted disesse sub ance
e and behavipra ith,

Section 15. Representative of Deceased Individual

A.  An txecutor or administrator of 3 deceased individual may exercise all the rights
of the deceased individual provided by this Act, subject to any written limitations
or regivictions by the decedent that are included in the health information.

B. If there is no executor or administrator, the rights of a deceased individual may be
: exercised by the following persons, in the following order of priority:

(1) The sunéiving spouse or domestic parmer,
{2) Any other pergon authorized by law to act for the deceased indjvidual,
Sectlon 16, Samctlous
A Civlﬂ Sanctions
) Whenever the sttorney géne:ml {insurance commissioner] has reason to

believe that a person has knewingh—wielated committed gross negligence
in violation of a provision of this Act and that an action under this section

- i5 in the public interest, the attorney general may bring an action to enjoin
T violations of this Act. An injunction issued under this section shall be
issued without bond,

?) In addition to the telief available pursuant to Subsection A(1) of this
' section, the attorney general may request and the coust may order any other

SNAIC 1957 ' 18
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temporaty or permanent relief 2 may be in the public interest, including
any of the following, or any combination of the following:

() A civil penaliy of not more than $10,000 for each violation, not to
exceed $50,000 in the aggregate for multiple violations;

(b) A civil penalty of not more than $250,000 if the court finds that
violations of this Act have occurred with sufficient frequency to
constitute a general business practice;

(¢}  Actual damages suffeted by the aggrieved individual: and
(d)  Reasonable attomey fees, investigation and court costs,

An individual who is aggrieved by a violation of thig Act may bring 4
civil action for the any of the following, or any combination of the
following:

(8)  Actual damages or $500, whichever is greater;
/

(v}  Temporary, preliminary and cquitable relief as the court deems
appropriate; and

(¢)  Reasonable aitorney fees, expenses and costs.
No action may be commenced pursuant to Subsection A of this section

more than thres (3) years after the dete on wlich the violatiocn was or
should ressonably have been discovered. :

Criminal Sanctions

m

(2}

The penalties described in Paragraph (2) of this subsection shall apply o a
person who knowingly collects, uses or disclose;s protected health
information relating to an individual in violation of this Act.

A person described in Paragraph (1) shell:

{a) Be fined not more than 350,000, imprisoned ot more than ong
year; or both;

19
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(b)  If the offense is committed under false pretenses, be fined not rmore
then $250,000, imprisoned not more than five (5) years, er any
comtbination of these penalties;

{c)  If the offense is commined with the mtent to sell, tranafer or use
protected health information for commercial advantage, personal
gain or malicions harm, be fined not more than $500,000,
imprisoned not more than ten (10) years, or any combipation of
these penalties.

D.  In any claim made under this section relating to an unauthorized disclosure in
 which 2 carrier is being sued under a theory of vicerious liability for the sctions or
omvssions of the custodian’s ernployee, it shall be an affirmative defense that the

carrier substantially complied with the requirements of Section 5 of this Act.

E. An individual may not meiptsin an action against 2 camier that disclosed
protected health information in pood faith reliance on the  individual’s
authorization, if that authorization meets the requirements of Section 10 of this

Act and if the disclosure was toade in compliance with the requirements of this
Act. . '

Section 17.  Regulations

The commissioner may, after potice and hearing, promulgete regulations to carry out the

provisions of this Act. The regulations shall be subject to review in accordance wiih [insert
. statutory citation providing for administrative rulemaking and review of regnlations).

Section 18.  Separability

If any provision of this Act, or the application of the provision to any person or ciroumstance

shall be held invalid, the remainder of the Act, and the apptication of the provision to persons or
circumstances other than those to which it is held invalid, shall not be affected.

Section 19.  Effective Daie

this Aot shall take effect on [insert a date which sllows at least a one year interval between the
date of enactment and the effective date].

& NAIC 1997 20
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r- Farm Bureau Mutual insurance Company, inc.
8. KFB insurance Company, Inc.

2627 KFB Plaza, Manhattan, Ksnsag 88603-8155 / (785) 587-8000

February 5, 1998

David A. Hanson

Glenn, Cornish, Hanson & Kams
900 Mercantile Bank Tower

200 SW Jackson Street

Topeka, X8 66612-1259

Re:  Senate Bill No. 463 - Health Information Privacy Act
Dear Mr. Hanson:

Our company has grave concerns about this bill. It appears to be broad enough to include
the property and casualty insurance business, since it includes workers compensation and
indicates it applies to any “other person engaged in the business of insurance or subject
to the insurance laws and regulations of this state or subject to the jurisdiction of the
commissioner.” Farm Bureau certainly agrees with the right to privacy, the protection of
that right and does take precautions to insure that right. We are very carefil with personal
information on an individual and I can not remember one complaint concerning the
releasing of privileged information. We would like to hear the statistics that indicate a
need for this bill. We do not support the creation of new law without a justifiable need,

P've just finished reading (for the second or third time) the ten pages of this bill. T am still
confused about when it would apply and when it wouldn’t in an investigation of a property
and casualty insurance situation. It seems to be overly burdensome, cumbersome and
confusing. It requires a multitude of procedures and documentation to the Insurance
Department, policyholders, claimants and the company’s own files. It begins with first
party situations, but ends up including “claimants” within its purview. It allows the
disclosure of protected health information to federal, state or local governmental
authorities for use “oaly in the lawful investigation or prosecution of insurance fraud.”
How is an insurance company to know for sure that federal, state or local governmental
agency is conducting a “lawful” investigation? Tt requires a company to notify a covered
person or claimant prior to disclosure of protected health information “pursuant to legal
process, including a court order, subpoena duces tecum or a discovery request.” This is
seems to be overly burdensome since these situations are governed by statutes, the rules of
civil procedure or the court.

Farm Bureau believes, in a claim for medical benefits under 2 policy, such as PIP benefiss,
or in a third party bodily injury situation, the individual making the claim puts his or her
medical health at issue and the company should have the right to investigate such c¢laim
without the procedural encumbrances included in this act. We can not even receive this
information from the individual’s health care providers without an authorization from the
individual and we certainly honor the rescission of such authorization. It is becoming

S 26
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more and more difficult to obtain the information from the health care providers because
they are concerned about releasing privileged information on a patient. This act will only
increase that problem and probably increase litigation.

Farm Bureau is opposed to this act as written.

Very truly yours,

Robert W. Stites
Asst. Director of Claims

527



MEMORANDUM

TO: Senator Don Steffes, Chair
Senate Financial Institutions and Insurance

FROM: Teresa L. Sittenauer
The State Farm Insurance Companies

DATE: February 5, 1998

RE: SB 463

Mr. Chairman, members of the committee, my name is Teresa Sittenauer and I
represent the State Farm Insurance Companies. We appreciate this opportunity to express
our concerns and our opposition to SB 463, which attempts to create a health information
privacy act for the state of Kansas.

SB 463 is patterned after a circulating draft of a proposed NAIC Health
Information Privacy Model (“Draft”). This Draft has not been approved by the NAIC and
is still the subject of heated debate at the NAIC working group level. State Farm has
been intensely involved in the discussions to this point, and has registered several
concerns with the Draft at the NAIC level.

As quick background on this issue, the NAIC several years ago adopted an
[nsurance Information and Privacy Protection Model Act (“Model Act”). Though there
are differences, the Model Act addresses many of the same issues proposed to be

addressed in the Draft. A number of states have adopted some form of this model. State
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Farm currently follows the requirements of the Model Act on a voluntary basis in every
state. There are concerns at the NAIC level, which State Farm shares, that the Draft is
duplicative of the already existing Model Act.

Further, there are a number of proposals pending at the federal level which would
address the very issues sought to be addressed in the Draft. From what we understand,
Congress is likely to act on one of the various privacy bills which have been introduced.
In addition, these bills apply to providers, hospitals, and other entities which process
health information as well. SB 463 does not. Again, this has raised concemns at the
NAIC level that it would be counterproductive to take further action on the Draft before
Congress has had the chance to address the issue.

State Farm shares these concerns with regard to SB 463. First, the Draft upon
which SB 463 is based is not NAIC approved, is not in final form, and in fact has been

changed several times since it was in the form set out in the bill. Second, we believe that
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action on the state level. The need for uniformity in addressing the issue is great--there is
no compelling reason to pass a law which may or may not be consistent with federal
legislation and/or subsequent legislation passed in the various states.

Without getting into a detailed analysis of State Farm’s objections to the Draft and
SB 463, we would like to provide two major concerns with SB 463.

First and foremost, we are concerned with several burdensome and costly

requirements in the bill. One good example is contained in the provisions requiring

carriers to audit all persons under contract with the carrier to determine and enforce



compliance with the act. The resources required to conduct such audits would subject
policyholders to unreasonable costs.

Our second' major concern is that SB 463 applies to property/casualty carriers.
Auto, casualty, and workers cBmpensation policies provide benefits or compensation
beyond the mere payment of medical bills, for instance lost wages, replacement services,
disability coverage, and other ancillary items. There are many issues involved in
coordinating the payments of health benefits and indemnity benefits that require special
consideration for access to and disclosure of health information by property and casualty
carriers. The provisions of SB 463 will create special problems for property/casualty
carriers which will likely impede the claim settlement process and lead to unnecessary
litigation.

In sum, State Farm believes that protecting the privacy of individuals’ health
information is an important issue, but one that must be carefully considered. The issue

1ust citities other than insurance carriers, such as

providers, hospitals, and other repositories of health information. The bottom line is that
we believe a “wait and see” approach would be best--allow the NAIC and Congress to
fully consider the issue before taking action on the state level.

We appreciate the opportunity to present our testimony on this issue. Please don’t

hesitate to contact me if you have questions or need further information.

. Respectfully submitted,

| O
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Teresa L. Sittenauer



MEMORANDUM
TO: Senator Don Steffes, Chair

Senate Financial Institutions and Insurance

FROM: William W. Sneed
Health Insurance Association of America

DATE: February 5, 1998

RE: SB 463

Mr. Chairman, members of the committee, my name is Bill Sneed and I appear
today on behalf of the Health Insurance Association of America (“HIAA”). HIAA is an
association of health insurance companies which do business in the state of Kansas and
nationwide. We appreciate the opportunity to present testimony in opposition to SB 463,

SB 463 is based on a draft of the NAIC Health Information Privacy Model Act.
This draft is somewhat controversial and is, as we understand it, nowhere near a final
form and has not been approved by the NAIC. Further, a number of privacy bills are
currently pending before Congress. The issue is certainly one of concern to lawmakers at
various levels, however, there has not been time for the federal government or the NAIC
to adequately explore it.

HIAA would caution the committee to hold consideration of this issue, at least
until the NAIC has approved the model and Congress has had a chance to address the
various pieces of similar legislation before it. We believe it would be counterproductive

Lot T

achrment 7
22/ 75



to move too quickly on this issue only to later face a conflicting federal law or a
significantly different NAIC model.

Further, HIAA is concerned with the burden that SB 463 places on insurance
carriers. HIAA fears that the onerous requirements set out in the bill will serve only to
increase costs and delay administration of claims.

We respectfully request you to reject SB 463. Please feel free to contact me if

you have questions or need further information.
Respectfully submitted,

/ \,//yg ; /J%xizQ

William W. Sneed
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POSITION OF THE _
PHARMACEUTICAL RESEARCH AND MANUFACTURERS OF AMERICA (PhRMA)
ON KANSAS SENATE BILL 463,
HEALTH INFORMATION PRIVACY ACT

The Pharmaceutical Research and Manufacturers of America (PhRMA) respectfully
opposes, as currently written, Kansas Senate Bill 463, legislation that attempts to provide
confidentiality of patient health information. While PARMA and our member companies
applaud and support the intent of this legislation to protect the confidentiality of individual
patient information, we also believe that any legislation on this issue must protect the
continued viability of research that promotes improved health care for all patients.

PhRMA has significant concerns with Kansas S.B. 463, as currently written:

is prgperlx sgfggugrdgd Only those data sources that dlrectlyldentlfy 1nd1v1duals need to be
keep confidential. Anonymized data sources, including encrypted or key-coded databases in
which the encryption key is securely held and protected, should be available for research.

on sgggb §gg[gh or agpvmgg These Iaws and regulatlons already prowde assurance that
the confidentiality interests of patients participating in such research are well-served through
oversight by the U.S. Food and Drug Administration and independent Institutional Review
Boards (IRBs). Both voluntary and mandatory safety and efficacy surveillance and reporting
contribute to continued safe and effective use of medicines and must be preserved without
additional burdensome restrictions. We believe that Kansas S.B. 463, as currently written, has
an unintended negative effect on biomedical research, potentially increasing the cost of
research and delaying decisions affecting research.

M_S_tﬂl_ﬂlim_’_lﬂj_j&ﬂ)_—_stj_t_e [fmdmdua] states each have dlﬁ‘erent requ1rements then
the benefits of these uniform rules will be lost and researchers will again be faced with a

patchwork of requirements that will impede research and potentially hurt patients in the long
term. To that end, we recommend that states work with the U.S. Congress to develop these
consistent policies rather than enact separate state confidentiality measures

Pharmaceutical Research and Manufacturers of America A /7Z
1100 Fifteenth Street, NW. ~ Washington, D.C. 20005  (202) 835-3400 i



The Pharmaceutical Research and Manufacturers of America (PhRMA) represents the country’s leading research-
based pharmaceutical and biotechnology companies, which are devoted to inventing medicines that allow patients
to lead longer, healthier, and more productive lives. Investing nearly $20 billion in discovering and developing
new medicines, PARMA companies are leading the way in the search for cures.
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