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MINUTES OF KANSAS SELECT COMMITTEE ON SECURITY

The meeting was called to order by Chairperson Lee Tafanelli at12:00 p.m. on February 21, 2003 in
Room 519-S of the Capitol.

All members were present except: Representative John Faber
Representative Tom Holland
Representative Tim Owens

Committee staff present: Robert Waller, Legislative Research Department
Bruce Kinzie, Office of the Revisor of Statutes
Carol Doel, Committee Secretary

Conferees appearing before the committee: Eric Melgrin, U.S. Attorney
Jeffrey Russell, Director, Legislative Administrative
Services

Others attending: See attached list

Chairman Tafanelli called the meeting to order and thanked Mr. Bill Jarrell of the Boeing Company for
providing lunch for the committee and staft.

Next on the agenda, the Chairman asked for approval of the minutes for February 14™, Representative Carlin
called to the attention that Dr. Trewyn’s name had two letters reversed which will be corrected. With no

further additions or corrections Representative Goico made amotion to adopt the minutes with Representative
Dahl making a second on the motion. Vote was taken. Minutes were adopted.

Chairman Tafanelli introduced the US Attorney, Eric Melgrin who spoke on the Patriot Act. This is an act
to deter and punish terrorist acts in the United States and around the world, to enhance law enforcement
investigatory tools, and for other purposes

This Act may be cited as the ‘Uniting and Strengthening America by Providing Appropriate Tools Required

to Intercept and Obstruct Terrorism (USA PATRIOT) Act 0of 2001 HR 3162 Mr. Melgrin commended the
committee for looking into the Homeland Security issues. (No written testimony - The Patriot Act can be
found on Internet - US Government HR 3162)

Mr. Melgrin stood for questions from the committee.

Next to appear in presentation before the committee was Jeffrey Russell, Director, Legislative Administrative
Services. Mr. Russell addressed the committee on continuity of government with a the scenario of “what
would the Legislature’s alternatives be if the Capitol Building became uninhabitable for any
reason?”(Attachment 1) Also included in his testimony was a “Check List for Continuity of Government”

(Attachment 2) as well as a copy of “Wisconsin’s Operation Plan Guidance” which shows an example of a
good document to guide one through the planning process to achieve a state of readiness. (Attachment 3.)

With no further business before the committee, Chairman Tafanelli adjourned at 1:20 p.m.

Unless specifically noted, the individual remarks recorded herein have not been transcribed verbatim. Individual remarks as reported herein have not been submitted to

the individuals appearing before the committee for editing or corrections. Page 1
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Jeffrey M. Russell

Director

Presentation by Jeff Russell to the House Select Committee on Kansas Security
February 21, 2003

Good afternoon, Mr. Chairman and Members of the Committee. Thank you for the
opportunity to appear today and discuss concerns regarding the continuity of government.
While a myriad number of topics can be included under that subject matter, | wish to
confine my remarks to one scenario ... what would the Legislature’s alternatives be if this
building became inhabitable for any reason?

Within that scenario, many decisions will be driven by the service level required by the
Legislature, both in session and the interim. For example, would the Legislature address
only budget items in session? Would temporary and full-time staff needs diminish?

Attachment #1 poses various questions for consideration. It is a check list for continuity
of government. Of particular interest to me are Items #4 and #7.

Attachment #2, Wisconsin's Operation Plan Guidance, shows an example of a good
document to guide one through the planning process to achieve a state of readiness.

I'm sure we have raised more questions than answers. But a basic plan of action for the
Legislature could be as follows:

1. Legislature - determine required service levels and needs under
both session and non-session conditions.

2.  Selected legislators and staff determine offsite resources necessary
to meet those service levels.

3.  Office of Emergency Preparedness assists in meeting location and
resource needs.

Thank youhfor your time and attention. | will be happy to try and answer any questions
you may have. \
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Check List for Continuity of Government

1. How does the State Constitution or existing state laws deal with the issue
of continuity of government?

2, Does your Legislature have a plan that reflects the continuity of government
laws if a tragedy should occur?

3. Can the appropriate legislative leadership be contacted if such a tragedy
should occur? If so, how long will making the contact take?

4, Does the Legislature have a plan for continuing the legislative process
off site if the State Capitol Complex becomes unusable for any length
of time?

B. Has the Legislature the necessary redundant systems to ensure success?

6. Has the Legislature identified the critical system needs that are necessary
for the continuation of government?

7. Do the legislators and staff know there is a plan for the continuation of
government if a major tragedy occurs? If so, do they know their role?

8. Has the plan been tested in any fashion such as table top drills, practice
drills or other method?

9. Does the legislative branch know what the Judicial and Executive branches
plan for continuity of government is?

10.  Who has the power to close the buildings and grounds of the State Capitol,
legislative offices and other facilities during such events?

11.  Does the Legislature have the necessary planning and resources at hand
to respond to predictable events (fire, weather, earthquakes, demonstrations)
and unforeseen events (travel accidents, terrorist attack) that may result in
putting into action the continuity of government?

Attachment #1 Legislative Administrative Services:JMR:ss:02212003

Select Committee on Kansas
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OPERATIONS PLAN GUIDANCE

Wisconsin State Agencies
Continuity of Operations (COOP)/
Continuity of Government {COG)

Aulgust 19, 2002

Select Commuittee on Kansas
Security
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PURPGCSE: All Wisconsin state agencies should have in place a comprehansive
and effective program to ensure continuity of essential functions under g
circumstances. As a baseline of preparedness for the full range of potentia
emergencies, all state agencies should have in rlace a COOP/COG plan that
ensures the performance of their essential functions during any emergency or
situation that may disrupt normal operations. This guidance is designed to assist
Wisconsin state agencies with developing viable and executable contingency plans
for the continuity of operations (COOP) and continuity of government (COG).

a. Definitions:

1) Continuity of Operations (COOP) — the abiiity to provide essential functions to
customers from a different location, due to the primary facifity becoming
unusable, for long or shart periods of time. '

na

Continuity of Government (COG) - ensures the continued performance of
essential agency functions and support of the Governor during emergency or
disaster situations.

o

Sackaround: COOP/COG planning is a ‘good business practice” and is part of
the fundamental mission of agencies as responsible and reliable public
institutions. While it has not been a high-pricrity activity in the past, the changing
threat environment and recant emergencies (e.g., localized acts of nature,
accidents, technological emergencies. military or terrorist attack-related
incidents) have shifted awarenass to the nead for COOP/COG capabilities that
anatle agencies to continue their essential functions across a broad spectrum of
emergencies. Alsc. the potential for terrorist use of weapoens of mass destruction
(WMD) has emphasized the need to provide a capability that snsures continuity
of essential government functions to the citizens of Wiscensin.  Wisconsin
Emergency Management has formulatad this guidance for agencies to use in
develeping viable, executable COOP/COG plan.

c. Planning Consideraﬁons: A viable COCP/COG capability;

+  Must be maintained at a high level of readiness

» Must be capable of implementation both with and without warning
+  Must be operaticnal no later than 12 hours after activation

» Mlust maintain sustained operations for up tc 30 days

» dhould take maximum advantage of existing agency field infrastructurss.

Agenciss shouid deveiop and maintain their COCP/ICOG capabilities using a
multi-year strategy and pregram maragement glan. The gian shouid outline the
Frecess e agency will follew to designate essential functions and resources.

3nts, anficipate and addrass issues and potential cbstaclas and

slanining milsstonas.

nert and long-term COOP/COG goals and objectivas, forecast budgetary
nt
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2. AUTHORITIES:

Wisconsin Stats Statutes, Chapter 168.

3. OBJECTIVES: COOP/CCG planning is an effort to assure that the capability exists

to continue essential agency functions across a wide range of potentig]
emergencies. The cbjectives of a COOP/COG plan include:

a. Ensuring the continuous performance of an agency's essential functions and
Operations during an emergency

b. Protecting essential facilities, equipment, records and other assets

_()

Reducing or mitigating disruptions to operations
Reducing loss of life and minimizing damage and losses

© A

Achieving a timely and crderly recovery from an emergency and rasumption of
full service to customers.

COQP/COG IMPLEMENTATION: Relocation may be required to accommodate a
variety of emergency scenarios. Examples include scenarios in which:

* An agency headquarters is unavailable and operations can shift to a regional or
field location

+ A single agency facility is temporarily unavailable and the agency can share one
of its own facilities or that of another agency

+  Many, if not all. agencies must evacuate the Madiscn area.

While any of these scenarios involves unavailability of a facility, the distinction must
te made between a situation requiring evacuation only and one dictating the need to
implement COOP/CCG plans. A COOP/COG plan includes the deliberate and ore-
clanned movement of selected Key principals and supporting staff to a relocation
facility. For exampis, a sudden emergency such as a fire or hazardous materials
incident may require the svacuation of an agency building with little or no advanced
notice but for only a short duration. Alternatively, an eMmMergency so severe that an
agency facility is rendered unusable and likely will be for a period long enough to
significantly  impact normal  operations may require COOP/COG plan
implementation. Agencies should develop an executive decision process that allows
for a review of the emergency and for a determination of the best course of action for
'@sponse and recovery that snhould preclude the premature cor inapgropriate
activaticn of an agency COOP/COG plan.

One acproach to ensuring a logical sequenca of events in implemanting a
COOP/COG pian time phasing. A suggestad time-phased approach for
COOP/COG acii relocation, altermate facility operation and raconstitution
follows:
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Phass |—Activation and Relocation (0-12 hours)

-

Notify alternate facility manager(s) of ‘impending activation and actual
relocation requirements

Nctify WEM Duty Officer (800-943-0003) and other approgriate agencies of
the decision to relocate and the time of execution or activation of call-down
procadures

Activate plans, procedures and schedules to transfer activities, personnel,
records and equipment to alternate operating facility(ies)

Motify initial COOP/COG centingency staff to relocate
Instruct ali other emergency and non-emergency personnel on what they are
to do

Assemble necessary documents and equipment required to continue
performance of essential cperations at alternate operating facility(ies)

Order equipment and supplies, if not already in place

Transport documents and designated communications, automated data
processing and other esquipment to the alternate operating facility(ies), if
applicabie

Secure the normal operating facility physical plant and non-moveabie
equipment and records, to the extent possible

Centinue essential operations at the normal operating facility if available, until
alternate facility(ies) is/are operational

Advise alternate operating facility manager(s) on the status of follow-on
personnal,

Phase [|—Alternate Facility Ooerations (12 hours - termination)

Provide amplifying guidance to other Key staff and non-emergency employses

Identify replacements for missing personnel and request augmentation as -

necessary

Commencs full execution of essential operations at alternate operating
facility(ies)

Notify WEM and all other appropriate agencies immediately of the agency's
aiternate Iccaticn, operational and communications status, and anticipated
duraticn of relccation, if known

Devzlop glans and schedules to phass down altarnate facility(ies) operatiors
and return activities. personnel, racords and gguipment to the primary facility

when approoriata.



c. Phase lll—Reconstitution (terminaticn and return to normal operations)

k]

Inform all cersonnel that the threat of or actual emergency no longer exists
and provide instructions for resumption of normal operations

Supervise an orderly return to the normal operating facility or movement to
other temporary or permanent facility(ies)

Report status of relocation to WEM and other agencies, if applicable

Conduct an after-action raview of COQP/COG operations and effectiveness

of plans and procedures as soon as possible, identify areas for correction and
develop a remedial action plan.

5. THE COQP/COG PLAN

a. Responsibilities: The following responsibilities should be clearly outlined in

agency COOP/CQG planning guidance and internal documents:

1)

Each agency head is responsible for:
* Appcinting an agency COOP/COG pregram point of centact (POQ)

» Developing, approving, and maintaining agency CQOP/COG plans and
procedures for headquarters and all subordinate elements that provide for:
- ldentification of agency essential functions
- Pre-determined delegations of authority and lines of succassion
- Contingency staffing to perform assential functions
- Aliernate operating facilities
- Interoperable communications. information processing systems and
squipment
- Protection of vital records and systems.

»+ Conducting tests and training of agency COOP/COG plans (ie.,
COCP/COG centingency staff, essantial systems and equipment) to
ensure timely and reliable implementation of COOP/COG plans and
procedures ’

» Participating in periodic interagency COOP/COG exercises to ensura
effective interagency coordination and mutual support

> Notifying WEM and other aperopriate agencies upon implementation of
COQOP/COG plans

In addition, WEM is responsible for:

+ Cocrdinating COCP/COG activities of Wiscansin state agencies

> lIssuing COOP/COG guidancs o . fremole  understanding  of  and
compliance with the raquiraments and Jtjectives of governing diractives

stats agencies’ COCP/COG planning, training and

Paga iy i !
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* Assassing state agency COOP/COG_ capabilities and rzporting the results
to the Governor,

b. Elements of a Viable COOP/COG Caoability: At a minimum, all agency

COQP/CQOG capabiiities shall Sncompass the following elements:

1) Plans and Procedures: A COOP/COG plan shall be developed so that when

implemented, it will provide for continued performance of essential agency
functions under all circumstances. At a minimum, the plan should:

» Delineate essential functions and activities

» Outline a decision process for determining appropriate  actions in
impiementing COOP/COG plans and procedures

* Establish a roster of fully equipped and trained emergency personnel with
the autharity to perform essential functions and activities

« Include procedures for employee advisories, alerts and COOP/COG plan
activation with instructions for relocation to pre-designated facilities, with
and without warning, during duty and non-duty hours

» Provide for personnel accountability throughout the duration of the
emergency

» Provide for attaining operational capability within 12 hours

» Establish  reliable processes and precedures to acquire resourcas
necessary lo continue essential functions and sustain operations for up to
30 days.

Identification of Essential Functions: Al agencies should identify their
essential functions as the basis for COOP/COG planning. Essential functions
are those functicns that enable agencies to provide vital sarvices, exercise
civil authority, maintain the safety and well being of the general populace and
sustain the economic base in an emergency. In identifying essential
functions, agencies shouid:

» |dentify all functions performed by the agency, then determine which must
be continued under all circumstances

» Prioritize these essential functions

*» Establish staffing and resources requirements needed to perform sssantial
functions -

» Identify missicn critical data and sysSiems necassary to conduct asseniizl
funcrions

» Defer functions not deemed assantial to immadiata agency needs uniil
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*» Intagrate supporting activities to ensura that sssential functions can be
pericrmed as efficiantly as possible during €mergency relocation.

Crders _of Succession: Agencies are responsible for establishing,
promulgating and maintaining orders of succession to key positions. Sych
arders of succession are an essentia| part of an agency’s COOP/COG plan.
Orders should be of sufficient depth to ensure the agency's ability to perform
essential functions while remaining a viable part of gavernment through any
emergency. Geographical dispersion is encouraged, consistent with the
principle of providing succession to office in emergencies of al| types. Each
agency should:

* Establish an order of succession to the agency's position of highest
authority. A designated official serves as acting head of the agency until
appointed by the Governor or relieved. Where a suitable field structure
exists, appropriate personnel located outside of the headquarters ares
sheuld be considerad in the order of succession

* Establish orders of succession to cther key leadership positions
* Icentify any limitation of authority based on delegations of authority to others

* Describe orders of succession by positions or titles, rather than names of
individuals

* include the orders of suceassion in the vital records of the agency

* Revise orders of succassion as Necessary, and distribute revised versions
premptly as changes occur ' :

s+ Estabiish the rules and procedures designated officials are to follow when
facing the issues of succassion to office in emergency situations

* Include in succession procadures the conditicns under which succession
will take place, method of notification and any temporal. geographical, or
organizational limitations of authorities

* Assign successors ameng the emergency teams established to perform
essential functions to ensure that each team has an equitable share of duly
censtituted leadership

» Conduct arientation Pregrams to prepars succassors for their emergency
dutigs.

To ansure rapid respense (o any emergency

COOP/CCG plan imeiementation, agencies should prs-

s for making policy determinations and decisions st

fisld levals and othar organizaticnal ocations 33 approoriata.
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» Identify the programs and administrative authorities needeq for effectiva
operaticns at all organizationg] levels having &mergency responsibilitiag

2 [dentify the circumstances under which the authorities would be exgrcised

» Cccument the necessary authorities at ajj paints where €mergency actions
may be required, delineating the limits of authority and accountability

» State explicitly the authorr’ty of designated successors to exercisa agency
dirsction, including -any exceptions, and the successor's authority to re.
delegate functions and activities as appropriate

» Indicate the circumstances under which delegated authorities weuld
become effective and when they. would terminate. Generally, pre-
determined delegations of authority would take effect when normal channels
of diraction are disrupted and would terminate when these channels have

resumed

* Ensure that officials who may be expected to assume authorities in an
emergency are trained to carry out their emergency duties

* Specify responsibilities and authorities of individual agency representatives
designated to participate as members of interagency emergency response
teams.

Alternate Facilities: All agencies shall designate alternate Operating facilities
as part of their COORP/COG plans and prepare their personnel for the
possibility  of unannounced relocation of essential functions  and/or
CCCP/COG contingency staffs tg these facilities. Facilities may be identified
from axisting agency local or field infrastructures or external sources.
Faciities shall be capable of supporting cperations in g threat-free
environment as determined by the geographical location of the facility, a
favorable assessment of the local threat and/or the collective protection
characteristics of the facility. In acquiring and equipping such facilities,
agencies are encouraged to consider cooperative interagency agreements
and promota sharing of identified alternate facilities. Alternate facilities should

provide:

* Immediats capability to perform essential functions under varicus thraat
canditions including WMD th reats

> Sufficient space and Squipment to sustain the relocating organization,
Sinca the need tc reiccate may ceeyr without warning or accass to normal
cperating facilities may be denied. agencies are ancouragad to pre-oosition
and maintain minimum essential 2quicment for continued cperations at the
altamate sperating faciiitiss

y Intzrogaratla communications with ajl idantifisd  assaniial niemal znd

Ntzmal organizations, sritical Custiemsrs and tha ouhiic
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* Reliable iogistical Suppont, sarvices ang infrastructura Systems (e.g., wWater
electrical power heating and ajr conditionmg)

Ability to sustain cperations for g Period of up to 30 days

» Consideration for the health, safety and 2motional wel| being of relocateq
employees

* Appropriate physical security and access controls,

Interoperable Cemmunications: The succass of agency operations gt an
alternate facility is dependent upon tha availability ang redundancy of critical
Communications systems to Support connectivity to interng] Organizations,
other agencies, critica customers and the public. When identifying
communications requirements, agencies should take maximum advantage of
the entira specirum of Communications media likely to he available in any
emergency situation (e.g., secure and/or non-secura voice, fax, and data
connectivity: Internet access; e-mail). Interoperable communications should
Lrovide:

» Capabiiity commensurate with an agency’s essentig| functions and activities

* Ability to communicate with COOP/COG Contingency staffs, Management
and other organizational COmponents

* Ability to communicate with other agencies and E€mergency personne|

* Access to cther data and systems Necessary to condyct 2ssential activities
and functions.

Vital Records and Databases: The protection and ready availability of
glectronic and nardcopy documents, referencas, records and informaticn
Systems needed :o SUpport essentigj functions under the full spectrum of
Smergencies is ancther critica| alement of g Successful COOP/COG plan.
Agency personnsl must have access to ang be able to use these records ang
systems in conducting their essantia] functions. Categories of these types of
records may include:

* Emergency Qperating Records: Vitaj recerds sssential to the continued
functioning or reconstitution of an organization during and after an
smergency (e.g., Smergency plans ang directives: orders of Succession:
delegaticns of authority; staffing assignments: policy or procedura] records
that provide adency  staff with guidance and information resources
necessary for conducting cperations during an emergency and for resuming
formal coerations at its cenciusion).

narcial Racords: Vital records critical to 2arrying out an
2ss2ntial leqal andg financial functions and activities ang
; s of individuals dirsctly affactad cy its
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significantly imoair the conduct of sssantial agency functions, tg the
detriment of the legal or financial rights cr sntitleménts of the organization o
of the affectad individuals. Examples of this category of vital records are
accounts receivable: contracting and acquisition files: official rersonnel filag:
Sccial Security, payroll, retirement, and insuranca records and progerty
management and inventory recards. )

» Plans should account for identification and protection of the vital records,
systems and data management software and equipment (including
classified or sensitive data) necessary to perform sssentizl functions angd
activities and to reconstitute normal agency operations aitar the &mergency.
To the sxtent possible, agencies should pre-positicn and update on a
regular basis duplicate records or back-up slectronic files,

Tests. Training and Exercises: Testing, training and exercising COOP/COG
capabilities is essential to demonstrating and Improving the ability of agencies
to executs their COOP/COG plans. Training familiarizes contingency staff
members with the essential functions they may have to serform in an
emergency. Tests and exercises serve to validate, or identify for subsequent
correction, specific aspects of COCP/COG plans, policies, procadures,
systems and facilities usad in response to an emergency situation. Periodic
testing also ensures that aquipment and orocadures are maintained in 3
constant state of readiness. COOP/COG testing, training and exercising
plans shculd provids for:

» Annual individual and team training of agency COCP/CCG contingency
staifs and emergency personnel to Snsure currency cf knowledge and
integration of skills necessary to imelement COOP/COG eclans and carry out
gssential functions.

* Annual agency testing and exercising of COOP/COG plans and procedures
tc ensure the ability to perform essential functicns and operate from
designated alternate facility(ies). '

* Quarterly testing of emergency alert and notification orocedures and
systems

*» Refresher orientation for COOP/COG contingency staff arriving at an
alternate ogerating facility. The orientation should cover the suppert and
services availabie at the facility (e.g.. communications. systems for
informaticn exchange with the normal operating faciiity, if iunctioning) and
administrative matters (2.g9.. supervision, sscurity, personnel cclicies).

2sio!
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» Joint agency axarcising of CCOP/COG plans wheara apolicabis and §
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